Appendices
Appendix 1: Human Rights Commission Members

Me Richaed Coles - Chuitman
L § Ble Coles s an experienced Jowyer both in Fnglnd gnd in the Cayman
lslands, Soliciror admitted in England and Walcs, a Cayman Tslands
Avtorney-at-low and fommer Atomey General for (ke Cayman lTelands,
He is'a member of the Law Society of England, the Caymanian By
i Agsodation, the Commonweslth  Lawyers  Associstion,  Lhe
Conunonwealth Paliamentary Association, a Fellow of the Canbbean Law Insdmte and the
lastitute of Advanced Legal Stedies in London. He is the Immedigte Past Chalemzn of Cayinan
Finance who has the distincrion of beinp a Freeman of che City of Loadon.

Miss Satu Collins
Miss Sara Colling is 4 retited partoer of Conyers Dill & Peayman in the
Caypman Islands. Az a graduate of the London Scheol of Boonomics

she was admitted as o bardster of England & Wales inot corrently
practicing) s well as an attorney at law in the Cayman Islands,

Alisrair Walters is an attorney af ]ﬂi";d has besn precticing for over
20 years. He is the managing partnes of Campbell's Attomney at Law
and has been with the fivm for 13 years, poor to working in London,
Englarnd. Aliseair is 0 member aof The Rotary Cloly of Grand Cayrman,
Chairman of the Assoctation of Cayman Mediators and Arbitearors
foettified by the Tondon School af Medigton), aa¢ former member of
the Boakd of Governos of Samt Egnatus Catholic Schook,

Bishop Micholas |G Sylkes, T Sc,, Dip Fd., MTS

Biz]u:-p Sykes has tanght seience, mathemabcs snd nhgrmLLq edvcation
far orrer 20 years in public schoals and & teachers’ collepe tuonghout
|ematc, the Cayman Islands and the United Kingdom. In 1972 he
hocarme Chatrnvan of the Assocation of Sclence Teachers of Jamaivy,
. Ohdainied a5 5 priest since 1976, Bishop Svkes is carvently the Recror of
ar, Alhan's Anglican Church in George Toavn and Tressurer of the Cavman Pdiaisters'

Association. He has swthoted] the book “The Dependency Ouestion™ and numeroiez orher
articles.
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Appendix 2: Cayman Islands Bill of Righis, Freedoms and

Responsibilities (BoR)

1. Graaeantee of Kights, Freedoms amd Responsibilities
2. Lify

3. Torture and inheman reafiment

4, Slevery of forced o compulsoty labour
5. Personal iberry

6. Urentment of prisoners

7, Paw tmal

. Mo punishment without law

2, Povate and family life

L0 Conscience and religion

11. Exprezzion

12, Assembaly and assodation

13, Movement

14, Martiage

15, Praperty

10, Mon<hseriminaton

17, Protection of children

18, Protection of the environment

19, Lawful administrative action

20, Edueaton

21, Public emergencies

22, Protection of pebsons detained under ERICEEENCy lnwrs
23, Dreclerarion of incomparibility

24, Dhuty of puklic officials

25, Interpretrre ahligation

26, Enforcement of tights end freedoms
27, Remedies

28, Tnterpretadon of the Bill of Rights
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Appendix 3: International Human Rights Treaties Extended to the

Cayman Islands
fns ak 1 May, 2010 based on nformadon provided e the HRC by outsids souroes)

L]

-

- R

Luropean Convention on Human Rights

Convention sgainst Tortere am] Other Ceoel, Inhoman or Degeading Tregiement or Penishoneni

Convendon on Consent to Marviage, Minimum Apgc and Hegiameation

Conventon on the Aboliton of Slvery

Ineermational Convention on the Blissnation of Al Foems of Racial Discrinigtion
Convenoon on the Rights of the Child

Convention relating to the Status of Srateless Persons

Convention on the Polivcal Rights of Women

Repistry of the Eurepean Couet of Human Rights Seprember 2003

Treernational Lakout Chganisation Convention 29

Tnternational Labour Organisation Corvention 87

Trernationg Labour 'Dl*gunimtiun Coivention D8

% Intemnational Labowr Organisation Conventon Mo, 105

Tnternational Covenant on Civil and Politieal Rights

Inrernatonal Covenaat on Eoonomic, Social and Cultuenl Righs

Untred  Naticns  Bdueational, Sdentific and Cultoml Organivation  Conventon - against

Dizceiminstion 1n Educaton
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Appendix 4: Report on Cuban Migrants

Cayman lIslands
Human Rights Commission

Report on Cuban

Migrants

A review of Policy, Legislation, and Practice
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Summary of Complaint

The Human Rights Commission (“Comnission”) received a complaint on 22 February 2011
from a member of the public indicating that in his opinion the Cayman Islands Government was
breaching s.1 (Guarantee of Rights, Freedoms and Responsibilities) and s3 (Torture and
Inhumsan Treatment) of Part One of the Cayman Istands Constitution Order — the Bill of
Rights, Freedoms and Responsibilities,

The complainant alleged that; “i &s wry view that the restrictions that the Cayman Lslands Government has
Placed on residents of the Cayman Islands to nor allow them to aisist Crbans whe land in Cayman with the
basic necessities of life — food, water, medical aid, and fuel, before sending them off 1o sea i against international
riles for Human Rights. I beliose that i a complaint was made to the United Nations and the EU that
Cayman wouid be seversly eriticised.

Let us sqy that a group, including women aud children, had to stop in Caymarn in their boat due o bad weather.
They ehuionsly needed fuel, water, food and perhaps some riedical aid. However, individual Caypmanians wanted
fo offer sueh help, at their cost, but officials stopped them. The Doal then leff and all persons snbsequently died
Jron lack of waler, food, and fuwel This Hhen was reparied to the international press, United Nattons, and the
EU. Cayman wonld be in serious tronbie, in my view,

I nirge you fo investigate this with Governmens, reminding thew that their policy, in that rigard, greatly exposes the
Caywran Istands. It especially fooks bad (and wontd allow the international press to write a colonrful negative
repart in #3), as Cayman’ heritage is that of a seafaving nation and Caynian showld thevefore be much more
Sympathetic fo persons in a boat exposed fo the dangers of the open sea.

T appreciate that a small conntry inch as Caywian minst ensure that it is not altractive to huge nnmbers of perions
wanting to come here and claim refugee status, but the Cubans coming bere are usnally on their way fo, directly or
indirectly, the US A This method of not offering humanttarian assisianee is wot necessary fo discourage Cubans
Jrom drying te come to the Cayman Islands.”

The complaint farther indicated that as a result of his complaint he would like “for Government fo
allow private citigens o provide basic necessities of life — food, water, Juel and medical aid — fo Cubans passing by
Caymian by boat on their wait to other destinations.”

After reviewing the complaint the Human Rights Commission agreed to conduct an
investigation into the matter and ultimately considered whether there is any justification under
international law for the Cayman Islands Government's policy of preventing anyone within the
Cayman Islands from assisting Cuban migrants who come ashore or are found within the
territorial limits by providing them with the basic necessities of life.




Terms of Refetence

Following discussion of the complaint, the Commission decided of its own motion to undettake
a teview of the following matters:

1.

2,

3

4.

To conduct a review of the Memorandom of Understanding (“MOU”) between the
governments of Cuba and the Cayman Islands dated 15 April 1999;

To ensure that the Commission has complete information about the procedures for
screening itregular migrants after disembarkation and ensuring that legitimate asylum
claims ate brought forward and dealt with appropriately;

To conduct an inquiry into the scope of Section 109 of the Immigration Law (2011
Revision) and how it is applied in practice; and

To determine how the Marine Unit assesses and determines whether to bting ashore
migrants found within the territorial waters of the Cayman Islands

In order to engage effectively in as comprehensive a review as possible a sub-committee was
established and duting the course of the inquity, membets of the sub-comimittee met with
various government agencies. Those meetings took place on the following dates:

1.

2.

On 26™ April 2012, members of the Sub-Committee met with the Chief Tmmigration
Officer and Mr Gary Wong;

On 23 January 2013, representatives of the Commission met with the Honourable
Deputy Governor and a representative of the Attorney General;

On 30 January 2013, representatives of the Commission met with the Chief Immigration
Officer and the Director of Public Prosecutions

On 6 February 2013, representatives of the Commission met with the Commissioner of
Police and Police Superintendent Kurt Walton.

While the Human Rights Commission examined the issues hetein generally with regard to
migrants otiginating from Cuba, it is noted that the Cayman Islands Govetrniment’s praciices,
processes, and procedures for handling irtegular immigration apply to all migrants regardless of
jutisdiction of otigin.



Section 1
Backpround

1.1 Megal Migration

Ewvery coundty Bag the sovereipn ciohi o prodcat bs bordess and eepulaie eniry by eaaking it a
ceiminal offence to enter the country without the lepitimate means or documentation cr at
unzuthorized points of entry The Caypran Talands, Hke any arther coontry, shemlid not Tacitisaes
dreregniar trgeadivn, ared theere i an |.1|:-|i:!__r,:'|1i|:-I| i Dalanice migranl codiinl with SISO e wngd
ippeoriate asylom procesacs, The Comman [slands do not supper: e condone ilizgal mipradon,
This fntenton s cmbodied 0 the Memworandom of Undestanding SROTI™) betaeen the
Cayzrnn Tslandz Govessmest ane the Bapablic of b nEcETpniec |:‘:-],' oo Inepl Cecicelisnes
af July 2008 end local Tmrigeation s,

Sedous ramificaduns could also arise feom providing sssistimes for ievegolar smigration, The past
Chiel Trmigration Offeer Frone Mandeson stated, on 2 Apeil, 2007 io a press velcase by the
Cayrnan shinds Government, “For example, terroristz could teavel under the guise of illegal
Cabans and, with cur assistance, enter neady countriss and evenmlly enter the 123 The
gforementioned phess release (urther teiterated thot the Cayran Islands Governneent hes a
rezponsibility o do everyehing possible o prevent ilegal migeation, whether it s in weladon to
economic migrants, the smugpling of people, the threat of terrocdsm, or the gad story of human
trafficking thit affects many countries rody.

12 What is a “Refugee™?

Toe percepiion by the public i that the Cayman lelands Gowernment refuses to provide
gemigfance; or allow ithe peowision of assistance, o "Cuoban Befupees™,  This iz o#
mizonderstanding. The it “Refugee” has a wery specific meaning. A person Hesing 2
devalaping counny 1o lnok for d hetter life eisewhese s not mtomatically a “vefiopee” noder
intesnationsl e To be classified a2 a refupes, such a pereon must sabsfy the requiremens of
the 1951 Urited Natlons Conventlon on Refugoes and its subsesuent Protoer),

Toe 19531 Convention on Refugpees desceibes a refugee as "A person who ls outside his/ her
country of nationality or hatbitoal esidence; has 5 well-founded fear of persecution beonase of
his/ her vave, vefigion, natdonality, menbeeship oo pasticalad social group or politeal opinion;
ancl i mmble or umwilling ta il himaclf/ heesclf of the protecton of that couacy or to
tetuen there, for Fear of peesecotion.” This is & very specific definidon  and iz different from
sorneons whao gacs toa new country beeause living condiions o appoerfunites foe jobs ase aot
iden] in (heir o country. Such individuals have been teemed “Econcmic Migrants"®, In the
lighz of the Cayman lelands' legitimate best inferests to comply with international Taw and adbere
sirictly toosuch a definition of “tefuges™;, “emnomic nigeoss’ ane gol 1o Laer chnssificd 2 oo

susinmiee] e pe HEGTE

1.3 The Memorandoum of Understonding (“WOT)

The MU s sipned on 13 Apeil 1999 berwocn the povernments of the Bepublic of Cubaand
the Caranan [slands. 5o far ae the Commission is awaee, it 35 the only MOU af i o enjersd
ke L'-_:,' che Grovisnrceens of he lf-'.'-qgllrni-m Tularuls; weliiles Claghas LEREEI | Lae: v -:‘:||1|:|-' S H TN wehieh

"t Pdggrand Podiy 0 Pres Relemse., 2 April, 2007
Al gee k' portalrage? poeeid=1E42 T RRGE dad=poital e schoma=PORTAL
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is 4 source of irregular migration to, or through, the Cayman Islands, it is the most significant
sontce of this type of migration by far. The MOU sets out a protocol for the return of all
Cuban citizens who seek to migrate illegally to, or through, the Cayman Islands, including time
frames for the repotting of any such artivals to the Cuban government and the process for
repattiation.

Following the meeting with the Chief Immigration Officer, Linda Ewvans, and Deputy Chief
Immigration Officer Gary Wong on the 26™ April 2012, the Commission received and reviewed
the Immigration Detention Centre Operational Manual, a Cuban Migration Information Form
required to be completed by migrants, a general statement on Migrant Areival into the Cayman
Islands, and the Asylum Policy and Procedure. Statistics on Cuban artivals, repattiations and
other departures from 2006 to 2012 were also provided. The Commission is satisfied that the
asylum scrcening procedures have been adequately explained and documented by the
Imumnigration Department in compliance with international human rights standards. It should be
stressed that the Commission was not in a position to assess how the procedures have been, or
are being, applied in practice and therefore cannot in this report comment on the adequacy of
implementation of those procedures.

At the meeting with the Honourable Deputy Governor on 23 January 2013, the Commission
agreed that it would look into the possibility of conducting an audit of the procedures for
notifying irregular migrants about their tights, and for screening any claimants for asylum, The
matter will be placed on the Commission’s agenda for follow up action.

The Honoutable Deputy Governot was also advised at that meeting that wotk should be done to
ensute that timelines set out in the MOU are complied with and to ensure that screening of
asylum claimants takes place within a reasonable period of time in order to avoid the prospect
that unreasonable delays which could lead to potential claims under the Bill of Rights, Freedoms
and Responsibilities.

The Commission accepts that it would not be helpful or appropriate for the MOU to be
amended to refer specifically to asylum screening procedures; it is implied that any claimant who
succeeds in claiming asylum must by virtue of that fact be exempt from the obligation to
repattiate lrregular migrants. Furtheemote, specific references to asylum, in particular when lists
identifying illegal migrants are to be sent to the government of Cuba under the terms of the
MCU may result in breaches of privacy for those seeking asylum and cause difficulty in
conducting the asylum screening confidentially and comprehensively. The language of the MOU
should, however, be mote flexible so that it does not appear that repatriation is the default
option,

It is noted, however, that paragraph 2 of the MOU requires the Cayman Islands Government to
provide a list of all itregular migrants within 7 days of theit arrival. The Commission was
informed that this timeframe is unrealistic, not least because it does not allow sufficient dme for
legitimate asylum claimants to be identified and dealt with confidentially. The Honourable
Deputy Governor informed the Commission that this timeframe will be re-considered.

Since meeting with the Human Rights Commission the Honourable Deputy Governor has had
initial discussions with the Cuban Ambassador regarding guidance and assistance on the
protocols required to amend the MOU in order to address the concerns detailed above, These
discussions are on-going and the Honourable Deputy Governor has agreed to keep the
Commission informed of any developments,




1.4 Options Given to Migrants

Any migrant who enters the territorial watets of the Cayman Islands will be subject to domestic
laws, regulations and policies. The first point of contact for artivals by sea will be with the
Marine Unit, who will conduct an assessment in the manner summarised below (page 7). A
migrant may cither choose to continue on his or her journey or to come ashore. If the migrant
chooses to continue on his or her journey, he or she must leave the territorial waters of the
Cayman Islands within a reasonable time and accept that he ot she will receive no assistance in
any form from the Cayman Islands Government. If he or she chooses to come ashore, he or
she must accept that he or she will be subject to the laws of the Cayman Iglands and will be
processed in accordance with those laws. These matters must be explained to the migrants when
the options ate presenited.

There are circumstances in which the Cayman Islands Government may take action when it is
absolutely necessary to avoid possible lability, regardless of the wishes of the migrants. These
include®:

a. Cuban migrants cannot opt to continue with their journey if weather conditions are
unfavourable in the opinion of the Cayman Islands Meteorological Department.
They will be taken ashore and processed;

b. Where a vessel carrying Cuban migrants is threatened by grave and imminent danget
every effort will be made to prevent the loss of life. Anyone rescued will be taken
ashore and processed;

c. When an assessment is made by the Marine Unit that a boat is not seaworthy;
“Seaworthy™ is defined in the 6° edition of Hill's “Maritime Law” as the “fitness of a ship to
withstand the expected hayards of the contemplated royage with cargo.” and/ ot

d. If a vessel does not leave Cayman Islands territorial watets within & reasonable time
after the migtants aboard elect to continue theit joutney, the relevant Cayman Islands
authorities may seize their vessel and inform them that they have entered illegally
into the Cayman Islands, They will be taken ashore and processed®.

If the migrant decides to come ashore, he or she will be provided with food and water
accommodation, legal advice, medical care and any other necessary assistance and will be
processed by the Immigration Department in accordance with Cayman Islands law The
applicable internal puidelines require that Immigtation Officers explain the options to the
migrant in a language known to him/het, including the procedure for applying for asylum,
immediately ot as soon as possible after he ot she is detained. All itregular migrants will be
interviewed by an Immigration Officer who will determine whethet a claim for asylum asises,
Unless the migrant is found to qualify for refugee status under the 1951 convention, he or she
will be repatriated to Cuba in accordance with the terms of the MOU.

Section 84 (12) of the Immigration Law (2012) Revision states: “WWhere a person who has applied for
or intends to apply for asylume is desirons of voluntarily leaning the Lilands for a conntry in which e bopes to take
up residence, the Chief Inumigration Officer wray render fo him-

() Advice and other belp in relation 20 his proposed jonrney; and

(b) Financial assivtance fo defray the cost of his tramd and wphecp.”

? Cayman Isiands Immigration Department. Cuban Migrants Internal Guidelines. July 2008.




Thus i the petson qualifies 45 2 refuges vnder internationa] b and has cbained peomision
fromn g thind eounivy 1o entee and be proccssed bor asylum, be oe she may be geanted appeopriate
assistanee from e CLC in scoovdiance with section #4(132) of the Immigraton Law

The Caymmpnr Talutweds sre paerty ton the Cosvean i against Tortote gl Oimer |.".I:'u|.".|I T o
Degrading Treniment ov Punishment, Article 3 of this comention staces: "o State 2acoy shall
expil, rewrn {Meefoules”) or éxteadite a person o anather State where thete are substantial
pronnds for believing that he would be in dongee of being zubjected o toriore. For the porpose
of determining whothet these ae such grounds, the competent autheritdes shall tale into
aceount all relevant considerations including, where applicable, the existence i the Sgpoe

concerned of n consistent pattemn of gross, agrant or i vialations of Tunen eigls”

The Cavrean lslands Immigration Department must consider the implications of Article 3 a3
outhned shove during the repatiation process

A press aetcle desceibing the 2007 wisit wo the Cayman Islands by Serior Prowecdon CrEficer For
the Linited Mation: Hiph Commissioner for Refapees [UNHCR) Grainne O'Havs, noted thal
“In peneenl, she snid, the tzearment of the Cubsn migsaars enerently housed at the facility meets
internntiong] huiman righs srandards™

j Section W0 of the Tinmigratlon Law (2011 Revision)

Section 109 provides thatt A pecor sde, ix matimvmizon of e Loy and sbether for fivande! o
wieterial benefit 6r nad, it oz fchitater ihe franipariation, bevbauing v seaveoent fnfo ar ant of e Ll
i oot SVt comints an oty and i Wl snsamary comstion fe oo e of 8y dharrand dofiser and fo
iatuinonaeeny fae feren yeavs 'l

The scope of this provision was discussed duing the meeting with the Diteesoe of Public
Prozecution snd the Chiet Invnipration Offices on 30 famoary 2013, The rationale behind this
seeoon iE cleady to discoursge sssistince of fllegel migeation inm the Capimgn Tslands, o
through the Cayman Tslands to another countey Tt is clear that it would be illegnl oo assise any
porson i entering the terirarial waters of the Capiman Islands [within 12 inies from shose) and
this kind ol actvity shonbd and would be prozsecuted, IMembers of the public should also veport
te the relovant authodties ooy itrepoker migeanes sean within this sdive or ang activity thal oy
Tevelve drregalas migeation. Tt ig clent fhal the section is aimed at prevendng complicit dishonesty,
i, human smuppling, It was aoted at the mesdny that no one has been prosecuted o dete
zitipely o providing, food and water fo stmeone wii is or may e in perdl ar o,

The Comumission pointed cut that membees of the public should be educaced abour these
abligationg end the proper method for reporting illegal activity of thiz kind, Thete appeas 1o be
some Inpering confusion ahout what section 109 means

1.0 The tole of the Marine Unie

The Caomunession met ot the Comemissionor of Polies and FrL:|'!-|‘:'.'j::|I:r:|'|d|_"l'|l et ".";-"hl.tl}l'l al the
ROCITS on 6 Febeuney 2010, The RCIPS representatives explained thar the task of the Marine

* Disewasing dMlgeam Policies. CIG Press Felense, & July, 2007
it ooy Xxtaorialepe?_popeid =1 43.2 1335068 dnd=parnldy sehemu=PIRTTAL



Unit is to protect life and that their primary duty is to ensure the safety of the inhabitants of any
vessel encountered at sea within the 12 mile jurisdiction of the Cayman Islands.

The Unit will first assess the sea worthiness of the vessel, determine whether any persons on
board requite immediate medical treatment, take note of whether any minots are on board, and
assess the prevailing weather conditions which ate likely to impact on the journey. Undet the
Port Authority Regulations, the RCIPS is empowetred to seize any vessel which is not seaworthy.
Following their assessment, the officers will determine whether to prevent the onward passage
of the vessel; this assessment is of necessity a judgment call, made on the spot, taking into
account all of the factors set out above. There may not always be an immigration official present
when this assessment is made and/or there tmay be language barriers which mean that
information about asylum screening procedures cannot be given until the occupants of the
vessel are brought ashore.



Section 2
Human Rights in Question

21  European Convention on Human Rights ("ECHR")

At date of the otiginal complaint Part One of the Cayman Islands Constitution Order, namely
the Bill of Rights, Freedoms and Responsibilities (“BoRFR”) had not yet come into force. The
Commission therefore considered Article 1 and Article 3 {Torture) of the “ECHR” in preparing
its vesponse to that complaint.

Article 1 of the ECHR states that “The High Contracting Parties shall secure to everyone within
their jurisdiction the tights and freedoms defined in Section I of this Convention.”

2.2 Bill of Rights, Freedoms and Responsibilities (BoRFR)
8. 1 of the BoRFR — Guarantee of rights, freedoms, and responsibilities says

W hereas alf peoples have the right of self-determination and by vivtwe of that right taey freely defermine their
political status and freely pursie their economic, social and enltural development and may, for their awn ends, freely
dispose of their natural wealth and resonrees withont prefudice to any obligations arising ot of international
economiic co-gperation, based ipon the principts of nninal bensfit and international law;

1—(1) This Bill of Rights, Freedoms and Responsibilities is a cornsrstone of demiocracy in the Cayman Islands.
(2) This Part of the Constitntion—
(a} recoguises the distinet histary, culture, Christian values and socio-economic Framework of the
Cayman Isiands and it affirms the rale of Jow and the democratic  values of human dignity, equaltfy

and freedon;

(B} confirens or creates vertain vesponsibilities of #he governmsent and corvesponding  rights of every
person against the goversiment; and

{c) does not affect, directly or indirectly, rights against anyone other Fhan fhe governnient
exespt as expressly stated.

(3) In this Part “government” shall include pnblic officials (as defined in section 28) and the Lagislature, bt
shalf not include the conrls (except in respect of sections 5, 7, 19 and 23 v 27 inclwsive).

8, 3 of the BoRFR - Torture says

3, No person shall be subjected lo lorture or inhrman or degrading freatment or prenishiment.

23 Applicability

Any persons, including Cuban migtants, are considered to be within the Cayman Islands’
jurisdiction upon entexing territorial waters, which according to the Port Authoiity Law (1999

Revision) is “that part of the sea adjacent to the Islands being within 12 miles of the coast at low
tide,”




The provisions of the ECHR and the BoRFR referred to above will apply to any person within
those tersitotial limits. Section 5 of the BoRFR sets out the right to liberty and security:
“Bveryone has the right to liberty and security of the person. No one shall be deprived of his
liberty save in the following cases and in accordance with a procedure prescribed by law: the
laswful atrest or detention of a person to prevent his effecting an unauthotised entry into the
countty..”

Whether or not 2 petson is lawfully detained under the Constitution, under section 3 of the
BoRFR there is an absolute prohibiton against toriute.
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Section 3
Conclusion

It is in the best intecests of the Cayman Islands to adhete strictly to the definition of a refugee
under international law. During Ms O'Hara’s visit she stated "It is unreasonable for the Cayman
Islands, like any other state, to facilitate irregular migration; there is an obligation to balance
migtant control with asylum processes.”" Because the three Cayman Islands are on a direct
migration route for Cuban refugees, there ate various issues that have to be tackled within the
context of fair policies.

1t seems unlikely that acts such as providing food and/or water or any other humane assistance
to Cuban migrants encountered at sca or after having recently come ashore could or should be
prosecuted under the Immigration Law. However, this is simply the view of the Commission and
does not constitute legal advice ot a binding ruling on the matter. There is a clear prohibition
against any act which would constitute aiding and abetting illegal entry into, ot exit feom, the
Cayman Islands. This suggests that there is an obligation to report to the relevant anthorities
every incident oceurring in circumstances that suggest that an illegal entry has occurred or is
being attempted.

The Commission reiterates its view that thete should be more public education undertaken
about the scope of section 109 of the Immigration Law.

The Commission undertakes the following action points:
¢ o repott to the Honourable Deputy Governor as to the feasibility of conducting an
audit of the asylum screening procedures in practice; and
e 1o follow up with the Honoutable Deputy Governot periodically to check the status of
any updates to the MOU.

The Commission would like to thank the petsons named in this report for their co-operation in

providing documentation and meeting with members of the Sub-Comumittee. Their assistance
has been invaluable.
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Section Four
Appendix

4.1 Memorandum of Understanding between the Government of the Cayman Islands
and the Government of the Republic of Cuba

. H-17-83 17:25 PROM)CHLEF SECRETARY 1D.21 PAGE 4

MEMOQRANDUM GF UNDERSTANDING ’ 1

EETWEEN THE GUVERNMENT
QF THE CAYMAN iSLANDS
AND THE GOVERNMENT
OF THE REPUBLIC OF CUBA

SIGNER ON 15" DAY OF APRIL 18488

BY: HIS BEXCELLENCY MR JAMES M RYAM, MBE, Jp
ON BEHALF OF THE CAYMAN 1SLANDS GOVERMMENT

AND

v DR JOSE PERAZA CHAPEAU
N ON BEHALF OF THE OF GOVERNMENT OF THE REPUBLIC OF CUBA
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JRTRE

’5;8-1?-@3 17:28 FROM:CHIEF SECRETARY 12 PAGE

MEMORANDUM OF UNDERSTANDING

BETWEEN THE GOVERNMENT OF THE CAYMAN ISLANDS
- AND THE GOVERNMENT OF THE REPUBLIC OF CUBA

Taking info acoount that, an various occasions, citizens of the Republic of Cuba have arzived directly
and Hegally i the temitory of the Cayman Jstands wsing variaus routes, but in particular by sea.

Considering the wish of the Government of the Cayman fslands and the Govemment of Cuba that
these Cubsn ¢itizens be repatriaied immediatety to the Republic of Cubs.

The two Governments have reached the fotlowring understanding:

The Govetnment of the Republic 6f Cuba shall accepl the retum of all Cubzn citizens who [eft Cuban
fermitory and illegatly reached the territery of the Cagmman Tslands g5 from the entry into forcs of the
present Memorandum of Undesstanding. : A . .

“The Govemment of the Cayman Islands shall fnform the Government of the Republic of Ciba, in 1o
rmore than 7 days, of the itigat amrival of Cuban citizens from Cuban temitory. This information shall
consist of 2 ist of the persons with their names, 10 SUTIAMOS and aHeped addresses.

This shall thereafter be completed, in as short 3 time as possible with details of sex, date of birth, their
most recent address in Cuba to include street name, house number, flat number, municipality and
provinge, as welt a5 a photograph of each person and the place and date of their illegal arvival in the

* Cayman Jslands.

n the mterests of their security, the Cubran citizens repatriated to Cuba showld be ascorted by afficials
from the Goyerament of the Cayman Isiands.

The, anm:ncnt of the Republic of Cuba shail reply fo the Government of the Cayman Istands, in no
mofe than 20 days from the date of receipt of the information provided by the Government of the
Cayman Jslands, referred 0 in the above paragraph 2 ifem 2, its authorization to accept the refurn of

the Cuiban citizens to be repatriated.
4

Omee the agresment from the Cuban Goverament a3 been obtained, the Government of the Cayman
Tslands shal] inform the Cuban Goveraient, at least 7 days notice, the date of repatriation to Cuba of
the Cuban citizens, their names, 33 weil 23 those of the officials of the Govemment of the Cayman

Islands who shal! accompany them.

The Goverment of the Cayraan Tslands shall repatriate those Cuban citizens who amive illegally in
the Cayman Islands and directly from Cube and have bzen subrmitted to the procedures provided for in
this Memorandam of Upderstanding and accepted by the Goverment of the Republic of Cuba. These
citizens shall be vepatriaied by air via “José Marti” Tnternational Airport in Havana.

2/ -
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The Governmient of Ceha agrees not to charge astival tax or any ather tax pelated o the regatriation of
these Cuban cidzens.

The persons repatriated w the Republic af Caba shall be able to bring with them oly the belongings,
which they had on their illegal amival in the Caymen Tslands directly from Cuba. They shall net be
sble 1o recum with any maney from other couniries or other effects of any kind,
The Government of the Rapublic of Cuba shalt Bcilitate the enty to Cuba of the officialy from the
Govemment af the Cayman Eslends mentioned ahove in Article 3 of this Memoradurn.

110, The present Memorandum of Understanding shalt take effect from the date of signature.
Signed in the City of George Town th!s.......!..ﬁ’-:.m..'....day of.... /q{"”\ L .

int two copics, ane in English and sae in Spanish, both taxts kaving cqual legal yalidiny.

; Eqr/ oyemment ot

¢ =f:’ublic of Coba
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MESSAGE FROM THE HUMAN RIGHTS COMMISSION

Human rights are the essential rights and freedoms that belong to all individuals regardless of their
nationality and citizenship, age, gender, or social status. These rights are considered fundamental to
maintaining 2 fair and just society. Fundamentally, human rights are about the balance of rights,
freedoms, and responsibilities; treating individuals fairly, with dignity and respect — while still
safeguarding the rights of the wider community.

All across the wotld, many countries are leatning to 'take human rights home' by inttoducing
constitutions or human rights laws and commissions to safeguard the rights of theit citizens. The
Cayman Islands has sought to do this by the inclusion of Part 1 in the Cayman Islands Censtitution
Order 2009 — the Bill of Rights, Freedoms and Responsibilities (BoR).

The BoR is the cotnerstone of democracy for the Cayman Islands. It embeds protection for
fundamental rights, tailors to local needs and values, includes extra rights in other treaties like the
International Covenant on Civil and Political Rights as well as the Universal Declaration on Human
Rights; details standards in service, and promotes a culture for the respect of rights.

The Human Rights Commission (HRC) was established under section 116 of the 2009 Constitution
as an independent bedy and has a number of constitutional mandates, including promoting
undesstanding and obseivance of human rights in the Cayman Islands and providing advice to
persons who consider that their rights or freedoms have been inftinged. In line with those mandates
the Commission receives and considers complaints from members of the public.

Several such complaints have been received over the life of the Commission that relate to alleged
breaches of human rights due to the complainant having been sentenced to the mandatory
punishment for a murder conviction — life imprisonment without the possibility of release ot parole,
otherwise known as a whole life sentence. Such complaints remind us that the question of how
societies should respond to their most setious crimes, if not with the death penalty, is perhaps the
oldest and most sensitive issue underpinning the topic of crime control.

With the introduction of the BoR and that key question in mind, the HRC sought to produce this
tepott in ordet to provide the people of the Cayman Islands with the information necessary to have
constructive dialogue duting the search to an answer that is appropriate to the situation in our
islands.

13 November, 2013




LOCAL BACKGROUND

After discussions between the Britdsh Government and Goveinors of five British dependent
tettitoties the Cayman Islands abolished the death penalty for those convicted of murder in 1991,
Persons sentenced to death prior to 1991 had their sentences commuted to life sentences. Today,
the Penal Code (2013 Revision) 5.182 makes it clear that: axy person convicted of miurder shall be sentericed to
imprisomment for fife. Trial judges, therefore, have no discretion to hand down any other sentence to
persons convicted of murder.

In 2006, the Cayman Islands Human Rights Committee {now defunct) published a repott, The
Lifers Case', detailing the Committee’s position in relation to international human rights standazds,
treaties, and obligations of the Cayman Islands. In its report, the Committee recommended that
Cayman’s legislators examine developments in the UK. legal regime including the tariff system
(minimum texms) to ensure Cayman’s compliance with United Nations human rights obligations as
it relates to mandatory life sentences.

In tesponse to that report in 2006, the Honourable Attorney Genesal indicated that the (then)
administration would work towatd reviewing the relevant laws underpinning mandatory life
senitences for all murder convictions, and drew attention to the fact that jussdictions across the
world were at vatious stages in the process of moving away from the use of mandatory life sentences
that do not include a review mechanism. The Attorney General further stated that “there’s a social
clement, there’s a political element, and there’s a wider issue of how the perception [of] =
government would be dealing with the people who have committed the most heinous crimes.””
Seemingly, there appeated to be an acceptance in 2006 that all murders do not weigh the same in the
scales of human wickedness; yet we discover in present-day that all murders continne to be equal
before the law wherein judges have no option other than to impose mandatory life sentences (whole
life — no telease) for any person convicted of murder regardless of the circumstances surrounding
the ctime.

As eatly as 2010, the Human Rights Commission stated that the blanket mandatory whole life
sentence for murder would conflict with the Government’s BoR positive obligation to ensute that
no petson is subjected to torture ot inhuman or degrading treatment or punishment.’ The
Commission, thexefore, reiterated the Human Rights Committee’s recommendation from four years
eatlier in stating that legislation will need to be changed in order to establish tatiffs that empower
judges to propottionately respond to the circumstances of each particular murder conviction when
handing down a sentence.

As repotted in the media, following the implementation of the Cayman Islands Constitution at the
end of 2009, a numbet of laws have needed to be changed and, according to the Attorney Generzl,

! Cayman Islands Human Rights Committee {2006}, Final Case Report — 6/06: The “Lifers” Case (Bruce, Dixon B,
Dixon L, Powell, Roper & Thomas)

2 caymanian Compass (27 December 2006), Published Article - “Gov’t Eyes Life Sentence”,

i Cayman News Service {18 March 2013}, Published Article - Human Rights Chair ralses guestion of mandatory life,
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the Government working to amend them to meet the requitements of country’s highest law®,
Naturally, the Human Rights Commission anticipates that any such teview process would have
considered reforming the Penal Code’s legal framework and sentencing guidelines in relation to
mandatory whole life sentencing for murder convictions. As the BoR is now a legitimate mechanism
of local human rights protection, the reality exists that prisoners sentenced undet section 182 of the
Penal Code (2007 Revision) — Auy person convicied of murder shall be sentenced to imprisomment for e —
may, if compelled to do so, challenge its constitutionality.

Without that review, the only mechanism that exists for ‘lifets’ to be released from prison is 5.39 of
the Constitution Order (2009), which entrenches the Powers of Pardon granted to the Governot,

after: having taken advice from the Advisoty Committee on the Prerogative of Mercy (s.40).

CAYMAN ISLANDS CONSTITUTION ORDER (2009)

Over recent years, however, 2 number of international developments have placed limitations on the
introduction and blanket use of ‘Life without Parole’ as an alternative to the death penalty. Locally,
the implementation of Part One of the Cayman Tslands Constitution Order — the Bill of Rights,
Freedoms and Responsibilities (BoR) has highlighted the need to teview the cutrent legisladon
which governs the handing down of whole life sentences for mutder convictions. The gelevant
sections of the BoR to this topic ate as follows:

Torture or Inhuman Treatment
3. No petson shall be subjected to torture or inhuman or degrading treatment or punishment.

Powers of Pardon
39. (1) The Governor may, in Her Majesty’s name and on Her Majesty’s behalf—
a. grant to any person concerned in or convicted of any offence against any law in forece
in the Cayman Islands a pardon, either free or subject to lawful conditions;
b. grant to any petson a respite, either indefinite or for a specified petiod, from the
execution of any sentence passed on that person for such an offence;
¢. substitute a less severe form of punishment for that imposed by any sentence for such
an offence; or
d. remit the whole or any part of any sentence passed for such an offence or any penalty
or forfeiture otherwise due to Her Majesty on account of such an offence.

(2) In the exetcise of his ot her powers under this section the Governot shall consult  the
Committee established by section 40, but he ot she shall decide whether to exercise any of
those powers in any case in his or her discretion, whether the members of the Committee
concut in his ot her deciston or othetwise.

Advisory Committee on the Prerogative of Metcy

# Cayiman News Service. (14 January 2011), Published Articla — Legal preps for human rights writs
s Cavyiman Istands Penal Code (2007 Reviston), Section 182. Punishment of Murder.
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40. (1)  There shall be in and for the Cayman Islands an Advisory Committee on the Prerogative
of Mexcy, which shall consist of the Attorney General, the Chief  Medical Officer and
four other membess, of which two shall be appointed by the Governor acting after
consultation with the Premier and two shall be appointed by the Governor acting after
consultation with the Leader of the Opposition.

(2) The Committee shall not be summoned except by the authority of the Governor, acting in
his ot het discretion; and the Governor shall preside at all meetings of the Committee.

(3) No business shall be transacted at any meeting of the Committee unless there are at least
three membets present, of whom one shall be the Attorney General.

(4) The office as a member of the Committee of any member appointed by the Governot
undet subsection (1) shall become vacant if the Governor, acting after consultation with
the Premier and the Leader of the Opposition, revokes his or her appointment as a
membet of the Committee.

(5) Subject to subsection (3), the Committee shall not be disqualified for the transaction of
business by reason of any vacancy in its membership, and the validity of the transaction of
any business by the Committee shall not be affected by reason only of the fact that some
petson who was not entitled to do so took part in the proceedings.

(6) Subject to this section the Committee may regulate its own proceedings.

Due to the relatively small size of the Cayman Islands jurisdiction, local jurisprudence has not been
developed to an extensive degtee with respect to human rights. For this reason, it is rational to
expect that influential decisions of the English courts would be regulatly trelied upon by Grand
Coust judges in the Cayman Islands. Traditionally, this has been the case in othet ateas of law
wherein such decisions have been tegarded as highly persuasive by the Cayman courts where they
deal with common law ptinciples (ot statutes whete the televant Cayman Islands statute has the
same ot similat wording).® The significance here is twofold ~ (1) the Eutopean Convention on
Human Rights is much the same as the Cayman Islands BoR, with a few exceptions, and (2) UK
courts take account of tulings by the Eutopean Court of Human Rights on matters related to human
rights. Notably, a declaration of incompatibility by our Grand Court would not affect the
continuation in force and operation of the legislation or section(s) in question.” Rather, in the event
of a declaration of incompatibility, the Legislatute — which remains independent of the Judiciary,
shall decide how to remedy the incompatibility.®

BRIEF HISTORY OF THE UK MODEL

The formal setting of punitive periods for lifets, within life sentences, was introduced in 1983 by the
then Home Secretary, Leon Brittan. Under those atrangements, Home Office Ministers set a
minimum petiod of imptisonment — kitown as the ‘tariff — to satisfy the requirements of tetribution
and deterrence and to specify that period which had to be served in full before a lifer’s release could
be considered by the Patole Board. However, this period did not provide an automatic release date,

® appleby (2012). Guide to the Legal System of the Cayman istands

7 Cayman Islands Constitution Order. Section 23(2}. Declaration of Incompatibility.
8 Cayman Islands Constitution Order. Section 23(3). Declaration of Incompatibility.
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as lifers could be detained beyond the tatiff expiry date, for as long as necessary, on grounds of his
ot her risk to the community. Therefore, life sentences normally contain a ‘punitive’ period,
tepresented by the tatiff length and a “preventative’ period duting which an individual’s release on
licence is dependent on an assessment of his or her risk,

Over the years, the Ministerial power to set punitive petiods has gradually passed to the coutrts and is
anpounced by the trial judge in open court. As 2 result, judges can now set a minimum term for all
life sentence prisoners to reflect the appropriate punitive petiod to be served from the date of
sentence. Under the Criminal Justice Act 2003, the tiial judges became tesponsible for setting the
minimum term for adult mandatory lifers. Transitional artangements in the 2003 Act allowed those
adult mandatory lifers whose tariffs had either been set previously by Ministers, ot had not been set
when the relevant provisions of the Act came into force on 18 December 2003, to apply to have the
minimum term set or re-set by a High Court judge.

Recently, the path was paved for further changes to the UK’s life imprisonment sentencing tegime.
On 9 July, 2013, UK prisoner Jeremy Bamber and two other prisoners successfully won an appeal to
the European Coutt of Human Rights. The court concluded that whole life imprisonment (with no
chance of parole) was in contravention of Article 3 of the European Convention on Human Rights
— the right not to be subjected to torture, and inhuman or degrading treatment or punishment. The
court ruled there was ambiguity in the UK law on the tariffs — or minimum ptison terms —
concerning whole life sentences. Specifically, the court found that “thete is a lack of clatity as to the
carrent law concerning the prospect of release of life prisoners” in the UK, under section 30 of
the Crime (Sentences) Act 1997.° Given this lack of clarity and the absence of a dedicated review
mechanism for whole life orders, the couit was not persuaded that, at the ptesent time, the
applicant’s life sentences were compatible with Article 3. The Grand Chamber of the European
Court on Human Rights voted overwhelmingly in favour of the decision by 16-1, wherein it was
determined that whole life orders must contain a review at some stage; however, the coutt has left it
to the national authorities to determine the structure of such reviews In the UK there are 49
instances of prisoners serving whole life sentences without the requirement for any such review.

Of utimost importance with respect to the impact of the Grand Chamber’s ruling in the Jeremy
Bamber case is that the decision “does not mean that the applicants in the present case must be
released in the near future and it offers fio guarantee that they will ever be released.”® The ruling
indicated that “the balance between justifications for detention is not necessatily static and may shift
in the course of the sentence. What may be the primary justification for detention at the start of the
sentence may not be so after a lengthy period into the service of the sentence” In essence therefore
the ruling indicates that prisoners sentenced to life inn prison should have the possibility of arguing at
some point, even if after a lengthy period in prison, that their detention is no longer necessary in the
interests of punishment, deterrence and protection of the public and that their release would be
justified on grounds of rehabilitation.

? £ast Law (2013). Jeremy Bamber’s Whole-Life Tariff Breaches Human Rights, European Court of Human
Rights Holds.
© The Guardian {2013). Whele-life jail sentences: what are the government's options?
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DERIVING A MINIMUM TERM

While the calculation of punitive periods differs by jurisdiction, the generic term ‘tatiff is common
language as representing the punitive period of a sentence. In the context of legislating for a new
model by which to sentence petsons convicted of murder, the ‘tariff may be undetstood as the
minimum term of imprisonment before an application for parole can be considered, which is an
amount of time set by a trial judge. In some jurisdictions the taniff period runs from the date of first
remand in custody and includes all periods spent in custody on remand. The minimum tesm set,
therefore, represents the full punitive period to be served by the prisoner ptior to having his or her
opportunity to apply for release through the grant of parole. It does not take into account any
concerns over the prisoner’s potential risk.

A judge, in the UK for example in accordance with the Criminal Justice Act 2003 (5.270), must state
reasons in open court for the minimum term imposed, explain why a pacticular starting point has
been chosen, and give reasons for any departure from the principles.” As such, to set a minimum
term the trial judge must first be informed on the btoad citcumstances of the particular murder. In
this sense, jutisdictions with minimum texms for life sentences recognise that not all murders are
inherently the same, which provides room for the use of sentencing guidelines ot tariffs that reflect
characteristics of the particular murder. Those jurisdictions, therefore, empower judges to engage in
a decision-making process to ensure proportionality is reached in relation to the punitive period.
When setting the minimum term component of a mandatory life sentence, the court must select one
of the ‘starting points’, typically specified in legislation. In accordance with the Criminal Justice Act
2003 (5.269) the approptiate starting point (in years) will depend on the seriousness of the offence
and the age of the offender."

While it is not the intention of the HRC to suggest starting points or minimum terms 2s it relates to
life sentences for murder in the Cayman Islands, the following is a list of varying ciccumstances, as
detailed in the UK Criminal Justice Act 2003 (Schedule 21) that demonstrate categotical differences
that can lead to starting point groupings:
¢ the murder of two or mote persons where each murder involved a substantial degree of
premeditation, the abduction of the victim prior to the killing, or sexual or sadistic conduct;
¢ the murder of two or more persons (other than circumstance above);
» the mutder of a child following abduction or involving sexual or sadistic motivation;
® murder committed for the purpose of advancing a political, religious, racial or ideological
cause;
¢ mutder by an offender who has previously been convicted of murder,
¢ murder of a law enforcement officer in the coutse of his duty;
¢ mutrdet involving the use of a firearm or explosive;
o  murder for gain (e.g. a contract killing or murder duting the course of a theft, burglary, or
robbery);

Y sally Lipscombe (2012}, UX Home Affairs: Mandatory Life Sentences for Murder
2 (bid
8




* mutder intended to obstruct the course of justice (e.g. murder of a witness);

¢ murder involving sexual ot sadistic conduct;

+ mueder motivated by race, relipion, nationality, sexual orientation, disability, or transgender
identity;

Once the court has determined the appropriate statting point it may take into account any
aggravating factors as a means of adding to the starting point or mitigating factoss as a means of
subtracting from the starting point to artive at the appropriate minimum term for the patticulat
offender being sentenced. The following is a list of aggravating factors and mitigating factots that
may be considered by a ttial judge:

AGGRAVATING FACTORS
¢ 3 significant degree of planning or premeditation;
* the fact that the victim was particulacly vulnerable because of age or disability;
* mental or physical suffering inflicted on the victim before death;
¢ abuse of a position of trust;
& use of duress or threats against another pegson to facilitate commission of the offence;
»  the fact that the victim was providing a public setvice or performing a public duty; or

* concealment, destruction or dismemberment of body.

MITIGATING FACTORS
® anintention to cause serions bodily harm rather than to kill
¢ lack of premeditation;
® the fact that the offender was suffering a mental disorder or disability which lowered his
degree of culpability (falling shott of a defence of diminished tesponsibility);
¢ the fact that offender was provoked (for example by prolanged stress);
® the fact that the offender acted to any extent in self-defence or in fear of violence;
® g belief by the offendet that the murder was an act of mercy; and
¢ the age of the offender.

Finally, the coutt may take into account factors pettaining to the defendant’s previous convictions,
offences committed while on bail, and guilty pleas. In this sense previous convictions and offences
committed while on bail may be treated as aggravating factors resulting in an increased minimum
tetm, while a guilty plea may (in cettain circumstances) result in a teduced minimum tesm."

In some jurisdictions including the UK, the court must treat each previous conviction of the
offender as an aggravating factot if the court considers that it is reasonable to do so.** In
determining whether it is reasonable to treat a previous conviction as an aggravating factor, the coutt
is required to give patticular regard the nature of the offence for which the previous conviction

* )id
' UK Criminal Justice Act 2003, s143(2)
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relates as well as its relevance to the current offence, and the time that has elapsed since the previous
conviction,

In the case that the murder was committed while the offender was on bail, the court, in some
jutisdictions, is authotised to treat the fact that it was committed in those circumstances as an
aggravating factor,”

As it relates to persons who plead guilty, the court must take into account the stage in proceedings at
which the offender indicated his os her intention to plead guilty, and the circumstances in which this
indicatioft was glven.16 To facilitate this particular decision of trial judges, sentencing guidelines have
been published setting out how the coutts should take guilty pleas into account when setting the
minimum tetm for offendets convicted of murder. Jurisdictions such as the UK rely on an
independent body — the Sentencing Council — which issues sentencing guidelines for cousts in
England and Wales. Such guidelines are intended to aid the sentencing decision-making process and
to encourage consistency in sentencing.”

PROBATION VERSUS PAROLE

For the sake of clarity, probation is not the same as parole. Rathet, probation is a type of criminal
sentence that petmits the offender to remain in the community setting in lieu of serving time in a jail
envitonment,® As such, the defendant remains free so long as the terms of the probation are being
met, Parole, on the other hand, is the supetvised release of an inmate from a prison sentence, In this
senise, the ptisoner is released into the community before the natural conclusion of the otiginal
prison term as sentenced.” Accordingly, the minimum term or ‘tariff’ refers to the amount of time
an offender must spend in prison before becoming eligible to apply for parole.” For example, in the
case of murder, the otiginal prison term may be life imprisonment; however, based on the
citcumstances of the particular case, the prisoner may have been given a tariff of 30 years at which
time he ot she will be eligible to apply for parole. It is at this stage that the Patole Board would
consider, asses and weigh various factors compiled from other parties such as clinical professionals,
law enforcement representatives, community representatives and the family of victims {dependent
on the underpinning laws, regulations, and policies) as a means of determining the potential tisks fot
the community as it regards the prisoner’s telease. Generally, the power to grant the telease of a
petson imprisoned for having committed murder typically rests with an independent Patole Boatd
established in law.

The Caymzn Islands the Patole Board is not based in statute and instead serves as an advisory hoatd
to Het Fxcellency the Governor. The Boatd reviews the information and interviews the prisoner
eligible for patole before making a recommendation for the Governor to consider and accept, reject,

5 tbid, $143(3)
¥ |bid, s144{1}
17 Salfy Lipscombe (2012} UK Home Affairs: Mandatory Life Sentences for Murder
¥ LexisNexis {2013}, Legal Articles — Probatfon and Parole
19 e
Ibid
“® K Sentencing Council {2013). Life Sentences.
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and/or substitute, Persons teleased on parole in the Cayman Islands ate supervised by the
Department of Community Rehabilitation. Being released on parole entails agreeing to conditions
detailed in a Parole Licence, some of which are standard conditions such as curfew; while others are
specific to the risk factors of the individual prisoner such as the requirement to undertake further
rehabilitation programmes ot conditions to exclude the individual from certain places in order to
protect the victim, the victim's family, or othexs as the case may be. It is not uncommon in a tariff
system jurisdiction that such persons are subject to a life licence which remains in force for the
duration of their natural life; not is it uncommon that such persons may be recalled to prison at any
time to continue setving their life sentence if it is considered necessaty to protect the public.

INTERNATIONAL AND COMPARATIVE LAW ON LIFE SENTENCES

CounNcIL OF EUROPE

The European Committee for the Prevention of Torture and Inhuman or Degrading Treatment of
Punishment (“CPT”) ptepated a repott on “Actual/Real Life Sentences” dated 27 June 20072 The
report reviewed various Council of Burope texts on life sentences, including recommendations, and
stated that the principle of making conditional release available is relevant to all prisoners, “even to
life prisoners”; and all Council of Europe member States had provision for compassionate release
but that this “special form of release” was distinct from conditional release. The repozt
recommended that no category of ptisonets should be “stamped” as likely to spend their natural life
in ptison; no denial of release should ever be final; and not even tecalled prisoners should be
deprived of hope of release,

THE INTERNATIONAL CRIMINAEL COURT

Article 77 of the Rome Statute of the International Criminal Court allows for the imposition of 2
term of life imprisonment when justified by the extreme gravity of the crime and the individual
circumstances of the convicted person. Such a sentence, however, must be reviewed after rwenty-
five years to determine whethet it should be reduced (Article 110),

THE EURQOPEAN UNION

Article 5(2) of Council Framewotk Decision of 13 June 2002 on the European arrest warrant
ptovides: “if the offence on the basis of which the European artest watrant has been issued is
punishable by custodial life sentence or life-time detention order, the execution of the said artest
warrant may be subject to the condition that the issuing Member State has provisions in its legal
system for a review of the penalty or measure imposed, on request or at the latest after 20 years, or
for the application of measures of clemency to which the person is entitled to apply for under the

*! European Committee for the Prevention of Torture and Inhuman or Degrading Treatment or Punishment (2007).
http:/fwww.cpt.coeint/enfwarking-documents/cpt-2007-55-eng.pdf
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law or practice of the issuing Member State, aiming at a non-execution of such penalty or

measure...”

LIFE SENTENCES IN THE BU CONTRACTING STATES

Accotding to a comparative study” the majority of Eutopean countties do not have itteducible life
sentences. These countries eithet have no life sentences at all or have a statutory provision requiring
that all individuals who are sentenced to life imptisonment must be considered for release afier
having served = fixed period.

Countties that have no life sentences at all include Portugal, where life sentences are prohibited by
the constitution, and in Norway and Spain, where the criminal codes do not provide for them. Until
2008, Slovenia had no life sentences either, however, in that year the law was amended, following a
public controversy, to provide for life sentences that could be reconsidered after twenty-five years.
Countries that have fixed periods after which individuals sentenced to life imprisonment must be
considered for release include Belgium, with 2 ten-year period; Austria, Germany, Luxemburg, and
Switzetland with fifteen years; the Czech Republic, Romania, and Tutkey with twenty yeats; Poland,
Russia, 2nd Slovakia with twenty-five years; Lithuania with twenty-six years; and Estonia with thirty
years.

In Switzerland thete are provisions for indetetminate sentences for dangerous offenders where
release can only follow new scientific evidence that the prisoner was not dangerous.

The study concluded that only the Nethetlands and England and Wales have irreducible life
sentences.

LiFE SENTENCES AROUND THE WORLD

A number of Eutopean countties have abolished all forms of indefinite imptisonment, thus setting
out clearly the maximum time that an individual can be imprisoned without the opportunity to apply
for parole. For example, Serbia and Croatia, which set the maximum sentence at 40 years, Bosnia
and Herzegovina which sets the maximum sentence at 45 vears, and Portugal, which sets the
maximum sentence at 25 years.

The only country in Asia to have abolished all forms of indefinite imprisonment is the Chinese
dependency (Special Administrative Region) and former Portuguese colony of Macau, which also
maintains 2 mandatoty cap on prison sentences at 30 years, having inherited the law from
Portuguese tule.

22 Council Framework Decision {2002). European arrest warrant and the surrender procedures between Member
States http://db.eurocrim.org/db/enf/doc/1197.pdf

2 p. Van Zyl Smit {2010). “Outlawing Irreducible Life Sentences: Europe on the Brink?” Federal Sentencing
Reporter Vol 23, No 1
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Thiee Afiican couniries, the Republic of the Congo, Mozambique, and Cape Verde have abolished
life imprisonment. The maximum sentence in Mozambique and Republic of the Congo is 30 years,
and 25 years in Cape Verde.

In South and Central America, Hondutas, Nicaragua, El Salvador, Costa Rica, Venezuels, Colombia,
Uruguay, Botlivia, Ecuador, and the Dominican Republic have all abolished life imprisonment. The
maximum sentence in Honduras is 40 years, in El Salvador is 75 years, 50 years in Costa Rica and
Panama, 60 years in Colombia, 35 years in Ecuador, 30 years in Nicaragua, Bolivia, Uruguay, and
Venezuela, and 25 years in Paraguay.

In Canada, murder is either first or second degree. Persons convicted of either must be sentenced to
imprisonment for life. Generally, persons convicted of first-degree murder are not eligible for parole
until they have served at least 25 years of their sentence. Persons convicted of second degree murder
are not eligible for patole until they have served between 10 and 25 years, as determined by the
coults,

In the United States, a 2009 report by the Sentencing Project suggested that life imprisonment
without patole should be abolished, a suggestion that was met with opposition from law
enforeement officials.”*

CONCLUDING REMARKS

On the sutrface, ‘life without parole’ as a sentence for murder seems to be an attractive and logical
punishment under the modemn coercive ctime-control principles of general detervence and
incapacitation. Yet, thete is increasing evidence to doubt the efficacy of using such principles of
distributive punishment.® The HRC is of the view that moral claims about a penal system’s
punishment can be reduced to two propositions: (1) punishment should be imposed because
defendants desetve it, and (2) punishment should be imposed because it makes society safer.”®

The HRC is concesned that a lack of willingness by the Legislature to grapple with this setious and
sensitive issue will lead to the Cayman Islands being forced to adopt system from another
jutisdiction; foregoing the opportunity to tailor a system to the unique citcumstances of our
jurisdiction. The HRC therefore encourages a proactive approach to this exercise and as such the
HRC has reached out to the past and current Government in an effort to bring attention to the fact
that the Cayman Islands is at a point in time whereby, although limited, a window of opportunity 1s
still available to find an appropriate balance and consteuct a human-rights-compliant life sentence
tatiff system that protects the rights and freedoms of the community while protecting the inherent
dignity of the individual in accordance with the BoR..

* kevin Johnson (22 July 2009). "Report wants life without parole abolished”. USA Teday.

% Robinson, Paul H. (2012). "Life Without Parole” Under Modern Theories of Punishment. Faculty
Scholarship, Paper 333. http://scholarship.law.upenn.edu/faculty_schalarship/333

 Ava Gruber, A Distributive Theory of Criminal Law, 52 Willlam & Mary Law Review. {2010},
htip://scholarship.law.wm.edu/wmlrfvol52/iss1/2
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The HRO reninds the publie that the coneepl of intmdiecmg a minimum raifF for lifers will seree bo
sadsty the {1) requircmens of retribution and degstrence; and {2} human tghts teguitements by
peovidieg those senienced with @ mininwm pedod which must be secved in full before 2 Nfed™ 15
poven the oppornity to apply and be considesed Bor velease on parcle. Focther, 1L shuould be noked
that (his oppovuniny is just that — an opporhunity — not 2 autowmatic celesse date a8 the spstem
would allow for 2 'ifer to be detsined beyond the et espiey dute, iU it was sensonsbly justifinlle in
1 demoesie soceely, A repime guch as this onc would go beyond our corrent segime 30 as to not
compromsse ponciples of universal homan dghts and inherent hoaen dignity, fgnoere the capacity
for redemption and rehahilitaton, or deny mdiniduals of the opportunity to be considered for

pelease,

Perhaps dhe soongest cliecton to mandatogy whole life senrencing is that it 12 a bloac senenang
raol, which applies the same senteace to all offenders whe have committed the same celine without
due gegard to the prnciple of propordonality o pecessary considertion in human vighes law. The
Cavnan lslands can i-afford, as a pisdiction party o the Faeopean Convention on Fluman Rights,
ad g oottty wit 2 Bill of Rights built cn the alommentioned convention, to ignome the vealiny ther
ouf syabem of whole life sentencing 35 by all indications violating persons’ fundamental huoman
vights.,” In other wouds, it i apparent that when the defendant’s contineed Smprisonment can no
Longer be justifizd under any lepitimate penal mationales, fhers is a violation of an individual’s sipht
Aot to be subjected to torture, inhuman and degrading treatment or punishment as provided foz in
Secupn 3 of the Constdtution Order Q2009 and Ardcle 3 of the European Convention on Hluman

Righs.

The HRC hojes that the preceding repost, and the accompanidng appendices, has shed lighe on the
inczensing averlap becween punishment aod homan sights comcerns and that the mos: appropriate
tesponse 5 to propressively refodm our existing mandatory whole life sentencing systemn with the
suppart of evidence-led pohcies and lepislation that facilimte buman nghes compliance.

T me [ e Conel af Human Rlghts Grand Chamber (2003, Minter and Others versus the K. Full judzasmens -
At thudec echn conink it sfonaages Seatch sy =001

1226698utm  spurce-bufferButm_campaiznsBufferBuim_content=butfardda7 68utm_madium=taitieral ikamid”
:|"L'!I:I1-12.'.|!l':|l':iﬂ '||:
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APPENDIX 1: LOCAL CONSULTATION & STATISTICS

Her Majesty’s Prison Service Deputy Director (Operations), Daniel Greaves was contacted on 13
November, 2013 and asked for a breakdown of the number of prisoners setving a sentence of life
without parole, the crime(s} convicted of in relation to the mandatory whole life sentence, and the
date in which the sentence was imposed. The breakdown teceived by the HRC is as follows:

Prisoner Offence Nationality Date Sentenced
Prisoner 1 Murder Caymanian 20/01/1986
Prisonet 2 Mutder Caymanian 21/01/1986
Prisonet 3 Murder Jamaican 14/08/1986
Prisoner 4 Murder x 2 Caymanian 31/07/1987
Prisoriet 5 Mutder Caymanian 15/05/1991
Prisonet 6 Mutder Caymanian 15/03/1996
Ptisoner 7 Mutder Caymanian 15/03/1996
Prisoner 8 Murder Caymanian 13/03/2000
Prisoner 9 Murder Caymanian 26/01 72001
Prisoner 10 Mutder Caymanian 9/06/20006
Prisoner 11 Murder x 2 Caymanian 6/11/2007
Prisoner 12 Murder Caymanian 26/01/2010
Prisoner 13 Murder Jamaican 22/02/2010
Prisoner 14 Murder Jamaican 2270272010
Prisoner 15 Murder Caymanian 30/09/2011
Prisoner 16 Murder Caymanian 20/01/2012
Prisoner 17 Muzeder Caymanian 23/02/2012
Prisoner 18 Muider Caymanian 12/06/2012
Prisoner 19 Rape, Aggravated Burglary | Caymanian 23/09/2013
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APPENDIX 2: LIFE SENTENCE REGIMES IN OTHER_'jURISDI(‘.'I‘ID]?{Sza

Jurisdiction | Life Minimum to | Maximum Indefinite sentence | Mandatory sentence
imprisonment ] setve befote | length of {excl. preventive or
cligibility for | sentence psychiattic
requesting (under life) detainment)
parole

Afghanistan | Yes Never None Yes Murder, terrotism,

violation of Islamic law

Argentina Yes 20 years, or Norne Yes Murder with aggravating
never citcumstances; mutrder

of a relative; mutder of
and/ox by a police
officer; treason

Armenia Yes, but only | 20 years or Maximum 30 | Ne Murder, terrorism

for men never years for all
wolnen

Austria Yes 15 years None Yes Genocide
{Impisonment
for a definite
petiod)
ot never
(Imptisonment
for lifetime,
when
clemency is
rejected by
President)

Australia Yes 10 years, 20 None Yes Murder of police officer
years, 25 years, or other public official,
ot nevet; murder in South
individually set Australia, Queensland,
by judge Notthern Tetritory,

aircraft hijacking,

Azerbaijan Yes Never None No Murdet, terrorism

Belgiuvm Yes 10 yeats, or 16 | None No None
years for
tecidivism

“8 Oxford Dictionary of Law Enforcement {2007) The Oxford Dictionary of Law Enforcement. Oxford University
Press. hitp://www.answers.com/topic/life-sentenceffixzz2gVMyVozj. [This information is not exhaustive of aill
countries. Laws may have changed since the information was originally sourced.)
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Jurisdiction | Life Minimum to | Maximum Indefinite sentence | Mandatoty sentence
imprisonment { serve before | length of {excl. preventive or
eligibility for | sentence psychiatric
tequesting {undet life) detainment)
parole
Bolivia No (Exceptin | Varies, 30 years No No life imprisonment
Wartime) depending on sentefice
sentence
Bosnia and No Varies, 45 years No No life imprisonment
Heizegovina depending on sentence
sefitence
Brazil No (exceptin | Varies, 30 years No No life imprisonment
wartime) depending on sentence
sentence
Bulgatia Yes Never None Yes None
Canada Yes between 7 to None Yes High treason, murder,
25 years critmes against humanity
Cape Verde | No Varies, 25 years No No life imprisonment
depending on sentence
sentence
Colombia No Varics, 60 years No No life imptisonment
depending on sentence
sentence
Costa Rica No Vatries, 50 years No No life imprisonment
depending on senitence
sentence
Chile Yes 40 years ot None Yes None
Never
People's Yes 10 years for None No No
Republic of non-violent
China ctimes. Never

for muider,
rape, kidnap,
atson,
explosion,
putting
hazardous
materials or
other
organized
violent crimes.
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Jutisdiction | Life Minimpm to | Maximum Indefinite sentence | Mandatoty sentence
imprisonment | serve before | length of (excl. preventive or
eligibility for | sentence psychiattic
requesting (under life} | detainment)
patcle
Croatia No Vaties, 40 years No Nao life imprisonment
depending on sentence
sentence |
Cuba Yes Never; only None No Murder, Drug trafficking
pardon by |
president
Czech Yes 20 years None No None
Republic
Dominican | No Varies, 30 years No No life imprisonment
Republic depending on sentence
sentence
Ecuador No Varies, 35 years No No life imptisonment
depending on sentence
sentence
El Salvador | No (Exceptin | Varies, 75 years Neo No life imprisonment
wartime) depending on sentence
sentence
Egypt Yes Never None No Muzder, Rape,
Kidnapping, Terrorism
Finland Yes 12 years for None Yes Murdet, purposefully
court release, killing police officer
any time for
presidential
pardon
France Yes 18-22 years, None Yes, but only if None
30 yeats, or decided by court at
never sentencing
Germany Yes 15 veats None Yes, but only if Mutder, genocide,
decided by courtat | ctimes against humanity,
sentencing war crimes
Greece Yes 16 yeats, or 20 | None Yes Murder, terrorism
yeats in cases
of multiple life
sentences
Hungary Yes 20-40 years or | None Yes Mutder, after 3 violent

never

crimes
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Jurisdiction | Life Minimum to | Maximum Indefinite sentence | Mandatory sentence
imprisonment | gserve before | length of (excl. preventive ot
eligibility for | sentence psychiattic
fequesting (under life) detainment)
parole
Honduras No Varies, 40 years No No life imprisonment
depending on sentence
sentence
Hong Kong | Yes Individually None Yes Murder
set by judge
Icetand Yes 16 years None No None
[ndia Yes 14 years or None Yes Mutder, rape, robbery
nevet;
individually set
by judge
Indonesia Yes Never None Yes Mutder, terrotism,
kidnapping, tape, tteason
[raq Yes Never None No Mutder, terrorism
Ireland Yes 12-30 years or | None Yes Mutder, treason, some
neves; serious injuries, etc. see
individually set detgils
by judge
[srael Yes Never None Yes Mutrder, terrorism
Italy Yes 21 years, 26 None Yes Murder, terrorism, mafia
years, Or never association, drug
trafficking, human
trafficking, treason
Jamaica Yes 10-30 years or | None Yes Muzder }
nevet; :
individually set
by judge
Japan Yes 10 years or None Yes Varies by prefecture
never (Mutder)
Jordan Yes Never None No Murder, terrorism,
espionage
Kazakhstan | Yes 25 yeats or None Yes Murder, terrorism
never
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Jurisdiction | Life Minimum to | Maximum Indefinite sentence | Mandatory sentenice
imprisonment | serve before | length of (excl. preventive or
eligibility for | sentence psychiatric
requesting (undet life) detainment)
parole
Kyrgyzstan Yes Never None Yes Murdet, terrotism
Kosovo No Varies, 40 years Neo No life imptisonment
depending on sentence
sentence
Latvia 25 years None Yes Murder, treason, 25 years {
terroristm, war #
ctimes '5
Lebanon Yes Never None No Mutdet, tesrorism,
treasoen
Lithuania Yes 25 yeats None Yes Muzder, terrotism
Luxemburg | Yes 15 years None Yes Murder, treason
Macau No Vaties, 25 years 30 in | No No life imprisonment
depending on | exceptional sentence
senitence citcumstances)
Macedonia Yes 15 years None Yes Mutder, terrorism
Malaysia Yes 20 years o Neone Yes Mutrder, drug offenses,
never serious
firearms/ammunition/ex
plosive offenses,
terrorism, rape, sodomy,
attack on monatrch,
violenice to patliament,
treason
Mexico No {exception | Varies, 60 years (70 No No life imprisonment
of Chihuahua) | depending on | years if sentence
sentence murdey
involves
kidnapping}
Motocco Yes Never None No Mutdet, tertorism,

ireason
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Jurisdiction ; Life Minimum to | Maximum Indefinite sentence | Mandatoty sentence
imptisonment | serve before | length of (excl. preventive or
eligibility for | sentence psychiattic
requesting (under life) detainment)
patole
Netheslands | Yes Never None Yes (de facto) None
Nepal Yes 20 years None No Mutder, texrorism
New Zealand | Yes 10 yeats, 17 None Yes Ttreason
vears, 20 years,
30 yeats or
never;
individually set
by judge
Nicaragua No Varies, 30 years No No life imprisonment
depending on sentence
sentence
Notth Korea | Yes Never None Yes (de facto and de | Murder, espionage,
jute) treason
Northern Yes Never; Only None Yes Mutder, Drug
Cyprus patdon by teafficking, tetrorism,
President treason
Norway No Vaties, 21 years {can | Yes No life imprisonment
depending on | be extended sentence
sentence indefinitely if
the criminal
poses a danger
to society at
the end of
served time),
30 years for
genocide, war
ctimes and
crimes against
humanity
Panama No Vaties, 50 years No No life imptisonment
depending on sentence
sentence
Paraguay No Vaties, 25 yeats No No life imprisoniment
depending on sentence
sentence
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Jurisdiction | Life Minimum to | Maximum Indefinite sentence | Mandatoty sentence
itnptisonment | serve before | length of {excl. preventive or
eligibility for | sentence psychiattic
requesting (under life) | detainment)
parole
Peru Yes 35 years or None Yes Murder with aggravated
never circumstances, terrorism,
treason
Poland Yes 25 years or None No None
motre—
individually set
by judge
Pormgal Nao Varies, 25 years Ne No life itaprisonment
depending on sentence
sefttence
Romania Yes 20 years None No; replaced by 25 Genocide during
years imprisonment | wartime, inhumane
at age 60. treatment duting ?
wartime il
Republic of | No Varies, 30 yeats No No life imprisonment {
the Congo depending on sentence |
sentence J|
Russia Yes, butonly | 25 years 25 year No No §
for man imprisonument s
between 18 ot 30 years in
and 65 years. special :
citcutnstances }
for all women ;
and men
above age 65
Saudi Arabia | Yes Never None No Apostasy
Serbia No Vaties, 40 years No No life imprisonment
depending on sentence
sentence
Singapore Yes 20 yeats None Yes Kidnapping for ransom
Slovakia Yes 25 years None Yes Murder, terrorism, !
treason
Slovenia Yes 25 yeats Nore Yes Murder, treason
Somalia Yes Never None No Murder, rape, robbery
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Jurisdiction

Life
imprisonment

Minimum to
setve before
eligibility for
requesting
parole

Maximum
length of
sentence
(under life)

Indefinite sentence
(excl. preventive ot
psychiatric
detainmer)

Mandatorty sentence

South Africa

Yes

10, 15, or 25
years

MNone

No

Certain murder, rape and

robbery

Spain

No

Varies,
depending on
sentence

40 years

No

No life imprisonment
sent

Syrta

Yes

Never

MNone

Mutder, political crimes,

tettotism, treason

Ssweden

Yes

18 years or
nevet, but
parole hearing
may be held
after 10 years
served, thus
fixing a much
later date for
release on
patole

None

Yes

None

Switzerland

Yes

10 years or 15
yeats;
individually set
by judge

None

Yes

None

Republic of
China
(Taiwan)

Yes

25 yeats
10-20 years
before 30 June
2006

None

Third viclent critne

Aggravated murder, drug

trafficking

Tajikistan

Yes

Never

None

No

Muzder, terrotism

Tunisia

Yes

Never

None

Muztder, terrorism

Turkey

Yes

24 years (life
imprisontment)
or 30 years
(for aggravated
life
imprisonment}

None

Yes

Mutder, treason,
tetrorism, militaty

offenses

Turkmenistan

Yes

Never

None

Muider, terrorism
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Jurisdiction | Life Minimum to | Maximum Indefinite sentence | Mandatoty sentence
imprisonment | serve before | length of (excl, preventive or
eligibility for | sentence psychiatsic
requesting (under life) detainment)
parole
UK: England | Yes 5,7,8,10,15, | None Yes Murder
and Wales 18, 20 and 25 -
40 years ot
never;
individually set
by judge
UK: Scotland | Yes 15--35 years; None Yes Murder
individually set
by judge
UK: Yes 15-35 yeats; None No Muzrder Rape
Northern individually set
Treland by judge
Uzbekistan | Yes, butonly | 25 yeats ox None No None
for man never
between 18
and 60 years.
Vatican City | Yes 21 years, 20 None No Murder, Assassination of
yeats, or never the pope, attempted
assassination of the
pope, terrorism
Venezuela No Varies, 30 years No No life imprisonment
depending on sent
sentence
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Appendix 6: Report on Interception of Telecommunications

Cayman Eslands

Human Rights Commission
preaniadiing, protecilig aud preserving i eighis

Interception of Telecommunications

Tira Tt of Human Rights and the Need for an Oversight Mechanism
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INTRODUCTION

The ability e intercept messages whereln ‘messages” nclode 0 communieatien sent, delivered o,
pecelved of  anssirted, or inrended to be senr, delvered, recemved oo oumsmteed Dy
telecommunication, s amongst 4 sange of investipstive techniques which may be vsed by the Royal
Cayman Islands Police Service under the Information Commmndcations Techoolopy Aothoelty Law
(2006 Tevision) and the Tereotisn vy (2009 Revision) Tor the preveniion and detectios of criminal
acls as well as connter terrorisin,  Ilowever, the abiliy to use chis technigue st e balaneced
against the need to sategoand the hieman eighes of people within the Caymsn Islands. Pare 1 of the
Cayman lalands Constitution Order 2009 — the Bill of Rights, Feecdems aind Responsibilities (Hol)
e ol t]li_‘::jr_: :'t{:]q_'.l. Wi ‘HE'I'I‘l_ﬁ ||1‘.||.! fl'-l,‘:-i:l.lul'l'l::i-

Human dghts are the essential vights and freedoms that belong to all individuals regardiess of thew
natiocality and cidzenship, age, gender, or social states, They ave consideted fundamental o
maintaining a G and just sockety; and in the Caynian Islinds they aee coshaned n our BoR.

Associated with the brwful meerception of telecommunication messages 5 the porential of intrusicn
into an indiidoal's private ife. One way of m.i|:ig:|ti.|:tl|_rI thiz potential mtension 45 the :l_"n]uj.h‘.'m&llt
within the Information Communications Technology Authorg (TCTA) Law thar the inteecepoon of
eptmmmnicabons can only be authonsed by a warcant sipned by the Governoe o fulbill statutoty

olijectives,

A second way of mitigabng patental inteusion is the oversight safegoand provided by the creanon of
an Intercepiion of Communications Awdit Committee. Tt s 3 mateer of concein that, althouph
vequized by  the Information Communications  Technology  Authoviey  {Tnteception  of
Telecommumication Messapes) Regulations, 2011 which have been in force since 2017, sack 9
Committes has not been establishial by the Govermar-in-Calsinet,



PART ONE: BACKGROUND

Wihale the topic of telecomnunication messupe intereepdon by the Royal Cayman Lslaods Tolice
Service has recently been o topical issue for the commuonity, the Haman Rights Conmission (HEC)
frest Inoked fto the tssue i 2011, Dunng that time the Commission collected, from Mz, David
Archhold, Chairman, TCTA, & hisrovical perspectove of legislative developments chat highlighes
conzetns by blembers of the Lepislatve Assembly zelated to vesting power o issue g
coimhnication intorceprinn wareant exchmively wirh the Governor pather than 2 judpe of the Grrand
Court. That history has béen reproduced heve in Pagt Two below,

Following a cevisw of the information received Gom M Avchlold the Commission cotresponded
with foomer Governor Tayloy, CBE, an various points eelalive to the TCTA. Az a result of this
communication former Governor Taylor arranged for the Commissionsr of Police to authorize
represcntatives of the Human Rights Conwmasion to meet with affictals from the Royal Cavman
Islands Police Service (RCIPS) o order to teview the RCIPS. Clagsibied Inteseeption of
Cormunication Policy.

Hawing reviewed the poliey the Cammission tellowed up with fovmer Governoe Laylor exprezsing
‘s satisfaction that the RCIPE policy dicsated appropmite proveduml safepueds but spedifically
ukpad that the Interception of Commonications Andit Commitree as legislated for under & 17 of the
Interception of Telecommunication Messages Repulations, 2011 (zee Annex C) should be crested ag
a mpatrer of wgency.

The Commission father indicated thar it wished to make it clear rhar while comprehensive, the
policy in no way replaces an Audit Committee whose fatction s to conduct an awdit of all
:|t|_-;.".l'-:‘:-e:]_':ri_|_‘:-|'. Ejui[arne gnd dlatn records at lesst onee EVeLy siw mnonchs to deteemane whether

inperceptions wete conducted i acoordanee with the selevant Regulations

Further, the Commissivn expressed concern that without the Comimitiee there was = substantial Jack
af struchural oversight making 1t impossible for the geneval public to e nggured thar the use of
tnperception and commumicitons duts would be propedy authovised s an investen ive techoigue.

While the TIRE published all of the comsspondence relaced to the review on e website at the
caticlugion of the eeviow in 2002, it has heen amalmamated in this repost far ease of reference for the
meader



PART TWO: LEGISLATIVE DEVELOPMEN'T

1CTA Bill, 2002

in Febeogry 2002, the Lepislative Sub-Committes of the E-Business Adwisoir Board produced what
it considered to be the final disft of the ICTA Bill which contiined theee sections with references o
the inrercenton of communicanons and the privacy of subscrther perannal dar.

The Frser, section 53, apecified fhat it would be an offence o inteaticnally intercept; alter, replicane,
meitos or intermopt any message tansmitted over an ICT netwotk or by mesans of an [CT service.
Exeepiions were provided where, dwter sfa, the action was taken by order of & judge or the Coutt (sce
the emphasised text in the extmet Lelow],

Secton 33 —

(1) Bubject to the provisions of subsection (2, a peson whe ngentionally intesceprs, alters,
replicates, monttots or ntermapts any message fwhether in whole or in part} doring irs
trassmission over an ICT netwotk of by means of an ICT seevice by any means is gailty
of an offence and lishle for each such message-

() on sumimery conviction, toa fine not exceeding SO0,
(4] on conviction on indictment tooa Gne not exceeding 520,000 or to mmprisorment
bor & tertn not exceeding two yeass of both,

(21 A persan shall not be guilty of an offence under this section if-

(21 the message is intercepted, monitored or imterrupted in obedience 1o a
warrant issued by a Judge under section 55;
(@) the message is required o be intercepted, monitoted or intesrupted
puesuant to a Conret order;
(¢} the person by whom the message iz sent or o whom the message is sent has
expressly conzented to the mreiception, monitoring or iNtervuption;
(d) the message is intereepled, monitored or meermupied by the Avthority for
putposes connected with the execution of its functions under this Law,
(ef the message is tercepted, monitored or nterzupted solely for the purose of
presceving the technical integrity of an 10T gervice o 10T neveock; s
(] the messupe is intended to be recelved by the public,

Secondly, section 54 specified that it was an offence tor o licensee to disclose any personal data ofq
subactiber or end mrer. Tamired exceptions included disclosures made in compliance with & warrane
sgned by o jodge.
Sewiomn 54
{1} Fou the purposes of this section, “subscriber™ shall not melude an end user,
{2} Subject to the provisions of subsection (3, 0 licensee which intendonally dscloses any
petzoial duta of a subsceiber or emd wser bs poilty of an offence and lalde for esch such
eliscinaue-

{a) on summary convicton, toa fine not exceeding S10000; or



{5 on conviction onindictment to o fine ot cxcceding 320,000 o1 to impriseiiment
tor & term not excesding v yeats ot both,
(31 Subsection (1} daes not apply 1o
(7)) snp disclosure which is made to a constable for the prevention or detecticn of
ctime ar for the purposes of any criminal proceedings;
B any disclosure pumuane to the provisions of soy Law lor the tme Leing which
reciives stk disclosure;
(€) any disclosuge which i made with the weitten consent of the subsceiber or cnd
uael 68 the case may beg
{1 any disclosure which is made pursuant to a Court order;
(e} any disclosure which is made in obedience to a warrane issued by a2 Judge
under section 55; or
(0 any disdosure which is made to the Avthority for pumposes conneceesd with the
execution of its fonctions under this Law.
@) A licengee shall nat he lishle for any action or suit for any injucy, loss or damage
sesulting from disclosure of infermation made putswint to subsection (3],

Finally, section 55 cnabled 4 judge to issuc a waitant authonsing the interception of & message
trangmitted by teans of an 1CT servize
Secdon 55 —
i1} Bubject to the provisions of this section, & |udpe may issue s wattar: reiquiting the
merson towhom it is addeessed to intercept, in the course of their tensmission by means
of an 1CT service, asuch messapes as ave described in the warmant; and such s wattant sy
alan requive the person to whom it is addressed bo diselose the nretcepled matenial to
such persons and in such manner as ave desciibed in the watrant.
VA Judge shall nor issue @ wartant under this section unless be considers chat the
in formation sought conld not reasonably be acquired by other means and the wareane is

T3

NeCessiky-
i the interests of the seoneiry of the Tslands;
By for the purpose of preventduy or detecting an indicmble offence; of
e fot the purpose of safeguarding the economic well-being of the Islands,

Direciion by tho Goveriar

After being alerted o the wording of the sections by the Atomey General the {then) Govarnor of
the Cayman [slads, Me Peter Bmith, CHE reviewed the deaft Bl and prios to it being placed hefore
the Txeeative Council {(now Cabinet), he consulled with the Fordgn and Commonwealth Ofice,
The consultation eame ahout due to the wew that the issuing of winrants for the imterceptiom of
telecommenications fell under the Reserved Powers of the Governor m gecotdance with the (1972)
Cofstitution, Afier review and consultation Governor Smith disecred thit ull refecences in the Bill (o
waranss being issoed by a Judpe should be changed to read thel warsantd were o be lsaued
exclusively by the Governor, "The version eonsidered by the Neecatve Counell and subsecuectly
subinited to the Legislative Assembly contsined the Fllowing revisions:
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Section 53 (as was revised) —

(1) Subject to the provisions of subsection (2), a person who intentionally intercepts, alters,
replicates, monitors or interrupts any message (whether in whole or in part} during its
transmission over an ICT netwotk or by means of an ICT service by any means is guilty
of an offence and liable for each such message-

(a) on sammary conviction, to a fine not exceeding $10,000;
(b) on conviction on indictment to a fine not exceeding $20,000 ot to imprisonment
for a term not exceeding 2 yeats ot both.

(2) A person shall not be guilty of an offenice under this section if-

(3} the message is intercepted, monitored or interrupted in obedience to a wattant
issued by the Governor under section 55;

(b) the message is required to be intercepted, monitored or interrupted putsuant to a
court order;

(c) the person by whom the message is sent or to whomn the message is sent has
expressly consented to the interception, monitoting or interruption;

(d) the message is intercepted, monitored or interrupted by the Authority for
putposes connected with the execution of its functions under this Law;

(e) the message is intercepted, monitored ot interrupted solely for the purpose of
preserving the technical integrity of an ICT service or ICT network; or

(f) the message is intended to be received by the public.

Section 54 {as was revised) —

(1) Fot the purposes of this section, “subscriber” shall not include an end user.

(2) Subject to the provisions of subsection (3), a licensec which intentionally discloses any
petsonal data of 2 subscriber ot end uses is guilty of an offence and liable for each such
disclosure-

{(a) on summary conviction, to a fine not exceeding $10,000; og
(b) on conviction on indictment to a fine not exceeding $20,000 or to imprisonment
for a term not exceeding 2 yeats or both.

(3} Subsection (1} does not apply to-

(a) any disclosure which is made to a constable for the prevention or detection of
crime or for the purposes of any criminal proceedings;

(b) any disclosure pursuant to the provisions of any Law for the time being which
requites such disclosure;

{¢) any disclosure which is made with the written consent of the subsctibet or end
user as the case may be;

(d) any disclosure which is made pursuant to a court order;

{e) any disclosute which is made in obedience to a warrant issued by the
Governor under section 55; or

{f) any disclosure which is made to the Authority for putposes connected with the
execution of its functions under this Law.



(47 A Ticcnsee shall noe be bable for any senon or soic for any injury, loss or duaooge
resuliing from disclosure of information made pussuant to sebsection ().

Secton 35 (As was reviscd)

{171 Subject to the provisions of this section, the Goveraor msy issue a watant recuiing the
petson (o whom it is addressed to datercept, in the course of their tmnsmission by means
of an [OT service, such messnges ns w desesibicd in ihe warvant; and such o watmes may
also tequite the person to whom it is addvessed to disclose the interceprad material o
such persons and in such manner s are described in the wareant

21 The Governor shall not issue » wareant under this section onless he considers that the
information sought conld not reasonably be acquired by other means and the watzant is
NECESRATY-

fa) in the intetests of the secuvity of the lslands;
(i fou the purpose of preventing or detecting s indictable offence; or
e} for the puatpose gfm['egumding the economic well-being of the Ishmreds.

Decisions of the Legislative Assembly

Pricr wo the tevised Bill being tabled, members on both sides of the House expressed considerable
concern about the revised wording of sections 53 theough 35, Dunng prolonged discussions, the
mgjority of the Membets of the Lepizlative Assembly [WMLA)Y minde it cleas that they wonld net vote
for 2 Bill that authosised the Govemor mather than a judge ro dssuc interception walianits &
commen view within the Legialative Assembly was that if Goversor Smith felt that the Constmtion
authovised hin to issue interception warmant:, there was no need for such authorisation. to be
renested i gecton 535 of the 1CTA Law, As a vesult, it was decided that section 55 should be deletec
wb past of a Commities skege amendment. n exvunr flowr Honnand detaiiing pat of e Minias
intvadaction jo e TPl i af setion 1 of Ameex A As g result of this and other Committec stage
amendments fsee section 2 of Annex A), the Law which was passed by the House mn Match 2003,
andl subsegquently sssented w by the Governog, contained coly two sections coneerning interception
and privacy of subscriber information, Thesé were

Secton 33 —

1% Subjeet to the provisions of subsection (2}, a person who infentisnally intercepts, aliws,
veplivates, monitors o interupts any message (whether in whole orin part) duriog its
teanamigsion over an [T networls or by mens of an 10T service by eny means s guilzy
af an oftence and lable for each such message-

A on sumumary convicdon, to s fine not excecding $10,000;
{3 an conviction on mndictment to a fine not exceeding S2LCI0 ar fo imprizsonment
foor a term not exceeding 2 yours or hath,

(21 A person shall not be guilty of an offeace vader this secton -

(1) the message is mlcrcopted, monitoved or interrupted o obedience 0 a
warrant or ovder issued by the Governor

() the petson by whom the message Is senl o to whom Bhe message I sent has
expiesaly o impliedly consenred to the intepception, monituring or inlerprion;



ic) the messape Is Intercepted, monitomed ov intecoapted by the Actheovity or on the
wrillen Mmsloecuons of the Authenity Loy purposes connected with the execution
oof itz unctions under this Lawr,

(eIt the message is intercepted, monitored ot intertupted by the 101 nerwosz
provider or ICT service peovider over whose netwrork or service the message is
[seingr pransmitied tor the purposes of

L providing or hlling for that [CT neowork o3 ICT service;
il preventing the ibegal use of the ICT networkoor 1CT service; ov
iit.  preserving the technical inregritr of an ICT netwnrk or TCT senrice; ot
(e} the message is intended to be recaived by the public,

section 54 —

(1) For the purposes of this section, “subsceiber”™ shall not inclade an oo wser,

(21 Sulsject o the provisions of subsection {3, a leensee which intencorally discloses any
peraonal data of & subscriber or eod user is goiley of an offence and lakle for eack such
disclosutes

(@) on suminary convicton, to a hne not exceeding 510,000 or
() o conviction on indictment to g lne oot exeesding 320,000 or to inprisonment
for & termn not excesding 2 years or bothe

(%1 Subsection (1) does not apply to-

{a) any disclosure which is made to & consmble for the prevention or decection of
etime o for the purposes of any ceitmisnal procesdings;

() any disclosure pumsnant to the provisions of any Law for the time being which
vexquites such disclosurs,

() any dimclosure which is made with the weitten consent of the subactiber or end
st 25 the case may be;

() any disglogare which is made purspant o 5 cowr order

fe] any dsclosure which is made in obedience to 2 warrant or order issued by
the Govero or

() any disclosure which is made o the Auhority for purposes cosmected wizh the
execution of its fopcdons wnder this Lase.

(43 A licenseé shall not be lable for any action or suit for any injury, loss o damags
resulnng from disclosure of informanon made pursuant s subsection 7

Attempts to Grant Judges Power to Issue Warranis

In Jaly 2003, durting the Second Rending of the Temozism Bill, 2003 in the Legislitive Asseimbly
eanoeing apain amnae regarding the authorisanon of telecommunicanon inkeecepron watmaty by che
{then) Honourable Minister for Cominunications Linford Pleeson., A g of 8 irafewsnd 5 af seerion 3
af #lwwese <.

Subsagquently, i Cretaber 20070 duving the debate on the ICPA (Amendent Thall 2000, M, Pierson

breught o Conoeitier Stiges ameudoent that sought fo change sl seferences o e Gosernae™ in
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scerions 53 and 54 to peferences o “a judge of the Geand Cowt™. The amended Tl vwas
unanimosly approsed i the Legislatve Assembly, Yeofon o o i A 0 o it af vl Minditer s

vt S e 1 aa

However, in December 2003, the Legishive Assembly reconsidered rwo bills, the Tervorism Bill
2GS gd the ICTA (Amendmenr) Bill 2003, which had been vetuened to the Howse by the {ihen)
Governor M, Bruce Dinwiddy 25 he was nol prepared to assent to the chanpes in the provisions
cuticerning felecommunication inferceprion warranms, MAs can be seen from the Hansard extiact ar
sectlon 5 of Annes A, both bills were approved without amendment and retzned oo the Governos,

In addidon to the amendments to sections 53 and 54 of the Law, the ICTA (Amendimene) Bill 20603
contmingd a number of new provisions concerning snti-competitive condoet that were uegently
sequired by the ICT Authosity o deal with matrers avising from the launch of competdve mobile
relephany services.  According to the Information Commumeations snd Techoology Avchority, at
some stape {there i oo recod of the Law having heen congidered by the Tegislative Assembly kiter
than [lecember 2003, the provisicns amending sections 53 and 54 were deleted feom the Bill and
the Gavernor gave his assent on 31 M 2004, the Law was published ia the Gazette on 1 Apr
20047

VICTA (amandmant} Law 2003. See http s ot by docy/Uaws /ICTAK 2000033 M0 8marm enty pdl

o




PART THREE: CONCERNS OF THE HUMAN RIGHTS
COMMISSION

The Bill of Righta (BoR) = Right to Privare and Family Life and brecdom of Expression
The right to Private aod Fanaly Lafe 1s found in 5.9 of the Boll and states:
{i) Copemrmmand sl veifeet sony foviowr ' Pavisars and faendly Jfe, s ar Der Dosee wied Bir or der
PR TR AR,
f) Ezaute wi By ar Do gum coirens or ae persitted ey sobseoan (31 w0 derioy st B ol
i fose sectete o b ar e e mr v ow B ety o tfe entey sf funioms o B or fer prasisss,
(3] MNothig in auy fawe o dose sonder ity andlonity sl be pefd tn cowtrmmens S vetion fo nhe eatens
et £ Fr ey fatialn £ o demrariatis sosiely
fal f she dndewaste of defeies, podalic sfeey, pelde onder, penllic snaralivy, feedlfc fanded, i
aad sonty plenndng, ar the devafatament o adifvetien of auy otfer pratety S sl g
peRRRer 2 o prossade te peslie Deweliy
() o s paepase af proteciing ohe ofir and Pesdanes of aeler ferices;
i@ o ol an avent of e Crovernamni or a fliie body ectalilivied by faw fo enter an tie
Fmmeser of awy pevsan o ordee f Enphect Shese Duaawis ar anyiiine o b far fi
Fegrore of aup daoe, nate ar de e in oveler fo oy o ez conectedl 1 any Py
divat dx fanfanfly oo fhase prvnurser el St Befongs fo the Cromynuseryt or S fiebile ey
fal o aniborioe, for fhe prpare of eaficins fhe fedomand or il of @ e, ohe deab of ey
Fevsowe o frabertp by evdar of a cont o W ey ow awy poemsier by ol ondery v
fe) o rexdals dlee ol A e g wesan iw She Capovens Tefavar,

The right to frecdom of Exprossion i found i 611 of the BoR and states:
(1) o pernon ohedd e Dinlred by sovcemment Dy fhe swpoyued of e o fer fluedow of dghaiiniog,
iy uelden freeclony o Bl apisians and fo sevelee annl gt Sar s Snfvaition i
mefenforinee, and fvedlon frow Doofermee mitl By oor e cnughordiie ar eler swans ol
T D
{2 Mofbay T amy faw o o sewier dy ety ot e hedd o cowdraenee SN seedion fe fie eocfent
Ft 3t dr demicamealy feercifialide dn n plenmevrrithe rociety —
fray oo e dndereads of afen, pedde sl pedsdie ander; panabe maradily o petiie deaithy
(o far the pepare of fewtacting phe piphes, pefadations and e o) ather hersans or iy
Jrrrvats e of s e i g poovessiings, preevating e e of Bfamenation
peceiied i coflvoee, seeclitiliing e ctbarity and Tndliteadime of thy s,
vganisirny felesmmaennivalions, pesls, Drocdrsing or el meaes of sessnoniciion, o
friiitic shanbs b exfertrinaenti; ab
fei fier e Frjresgiion of veriviclians an palde offfees dn te ftoresis of the pesper pesfarsanc
o i ey,
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Az 1t pertning to the human vights implications relaied W0 comtonications interceprion, &8 of the
BoR provides rhat the O Government is reguired oo respect every peison’s peivabe anc Gimily life,
his or ket home and his or her corrsspondence, These [oar aspecls of privaey ace not mumaly
exclusive, snd o meswe underrsken by 5 public authority can simuleancously mestfete with pne o
mare of them. The concept of “privare life™ &5 becad. In genceal, it would mean you have the right
to live vour own life, wirh reasonable personal pivacy dna democentic society, taldng into swooeon|
the sghee and freedoms of others.

Tt the same mannet 17 of the BoR provides that the C Government s required to refisar from
interfering with a number of ways in which a person tnay expeess themselves bul specific 1o thig
scerario — with a petson’s comespondence or ether mems of communication. In general tus means
tht vou have the |'ight to valon np[uimm and express yout g subject to the J.'i.gh.l.";! of ather

'IJ'-.‘:'-IEEIHE-

The zipghts conferred by 5.9 andd .11 ate qualifed sphts. 5.9(3) and 2112} (a8 detailed above) setbs
out the grounds on which the rights may be contravened, without che intecference constmting a
bezach of either secdon, 184 member of the public alleges that his ot her npht vnder 2.9 or 511 he
heen hreached, the eelevant government entity or department or public official will bear the burden
of proving that the messure which 1 being challenged 18 wepsonably justifishle in s detmooratic
soctery. The Furopean Court of Homan Righes has held that an action will be considered necessay
in a democatic snciety iFit meets a pressing sockl need snd coreesponds to sharved values®,

The concept of ‘reasonably jusdifable in a democeatic sociery” hag been meerpreted by che United
Mations Human Rights Comunbttes in this context to imply that any intesference with poifgey mugl
be proportonszl to the end sought as well as fecessaty in the ciecumstances of any given case. As
such, imcrceptions of telecommunications will limde the nght to protection from achiesary anc
uliveful interference under the dght to private aod Ty Tife,

Correspondence with the Governor
st the said review of the Intercepiion of Telecommunicaton Messages Repulations, 20171 and
the ‘Terrodsi Law, 20049, the Commission neted differcnces with sespect to the role of the Attorney
Creners] concerning the mswnee of telecommunication message interception warrants; ﬂ:ll'r'-ﬁl:r
i1} 1ICTA Regulations (Secton T): The Governoer iy consall the Atsorney Geneeal; and
i2) Tertorism Law (Seetinn 553 A Constable may apply to the Governor with pror verlien
consent of the Atvomey Gensral,

Az a resule of the observatons noted above the HRO, on 8 Movember, weote to former GGovernor

UPhncan Taglor, CHF malong four specibic engquunes as tollows —

*|vana Roagna (2012). Council of Eurcpe Human Kights Handbooks, ®rotecling (e righl to raspact for private end
Tamilly e under the Eurogean Conventlon on Human Rights, Soa
b S cop (ntft Aokl cogorrationscapaciivbulidineSonrce/dacumentation/hb 1l prrvetelide on,pael
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(1} the reasoning behind an inconsistent process tegarding applications for
telecommunication message interception watrants;

{2} whether there is any intention to draw the public’s attention to the aforementioned
differences;

(3} whether the Government or the Royal Cayman Islands Police Setvice have established
the necessary “safeguards” referred to in Section 8(f) of the ICTA Interception of
Telecommunication Message Regulations, 2011; and

(4) the justification for vesting power to issue telecommunication interception wattants
solely in the Governor rather than a judge of the Grand Court (following a review by
HRC of Hansard records, thete does not appeat to have been any conttibution to the
debates from the Deputy Governot or the Attorney General offering an explanation or
justification),

On 16 January, 2012, the HRC received a response from former Governor Taylor wherein the

following information was otfered in response to the Commission’s enquities —

12

(1) The ICTA Law 2011 and the Tetrotism Law, 2009 are two very different laws. An
example of how they differ is that the provisions in the Terrotism Law expressly allow
for intercepted material to be used in court proceedings, whereas the ICTA Regulations
prohibit the use of sach material in coutt proceedings.

(2) With specific regaird to the Govetnot's remit to issue wartants, there is nothing to
prevent him ot her from consulting the Attorney General whether he is exercising his
powers putsuant to the ICTA Regulations or the Terrotistn Law, Accordingly, in
citcumstances where the Governor deems it necessary in order to help him assess the
need for 4 warrant, it is open to him to seek legal advice.

(3) On the matter of establishing the necessary “safeguards™ as contemplated by Regulation
8(f) of the ICTA Interception of Telecommunication Message Regulations, 2011, these
“safeguards” are contained in an internal and classified RCIPS Intercept Policy and
Standard Operating Procedures document. Although not in the public domain, this
document will be available to the designated Audit Committee.

(4) On the general question on why the Governor instead of a judge of the Grand Court is
issuing intetception warrants, this approach mirrors that of the UK where under the
Regulations of Investigatory Powers Act (RIPA) and the Intelligence Setvices Act such
watrants are issued by the Secretary of State; it also teflects the Governor's special
responsibility under the Constitution for internal security,

(5) The interception of suspected ctiminals' communications is an essential covert law
enforcement technique in combatting serious and organised crime. However, in putting
these provisions in place, every effort has to be made to ensute compliance with human
rights obligations which includes not only that such a framewortk be clearly established
by legislation but also that such interceptions should only be cartied out where to do so
is proportionate to the threat in question and where thete are sufficient safeguards.



In light of the response veceived to the HRC: query (made to former Covernor Taylor on B
Movember, 2011) — “what i the justficaion for vesting power o dssuc telecommmunication
interception wartants solely in the Governor rather than a judge of the Grand Coutle® — the TIRC
Lsiewes that the Face thar Cayman followes the LK with the Clovernor having the same powes as the
Home Secretrey coes not af imelf explain why theee is ne judicial ovessiglil, Furcher, this was never
jnstified by the Honourable Attorney General or soyone else on behalf of the Governor dering the
vartous delstes of the Bl o the Leglslative Assembly. Indesd there are tiow voncerns in the UK on
this vesy point and prior to forming & ftm view on the matser the HRC would request that 2
peopely reasoned justificeion be provided.

T'he Cayvin 1slands Constitution Order 2009 (the Constitution) — 5.55 Special
Responsibiliies of the Governor givd 258 MNational Secority Coundil
The Special Respongibilitics of the Governer are found in 555 of the Constution which seates:
() The Govsrmor sialf e reigonsabie fr e oo, et o dlis Conrdifavion qimd any otber S, of
ap) biiaess o d TORETIRALE W nenbeat T fie _..Eﬂ"ﬂ.';r}g BT — AR b -
je nteraal secanzly it i fodie, st frsiendice fo detian 58

The establishment of 2 MNaronal Security Counetl {M5C) i demiled in 5.58 of the Consttution and
52804 states:

{0 T Mol Sevraty Covnicll sl adiae te Govervor an maifery relafing fo interial secnrsty, mivh

e eoegpitions o aperitioe et stigifing wetrers, awd the G sbend b siifperd o ol i canndaice

i the etesce af fe Coonmedl, wndess e o s vonsikrs dhat giisg affied fo dhe adasoe sl aliernfy

affest Har dagienty 't nterest (udethor dn ngtiof af the Uniterd Bangelne or the Capatetnr Telandils vamif

adere e Cograrmar frr vieed st thay i acontae with the adwie of e vl Be or sl sl

stpart for Hhe Connl o #i5 pesed pseting

I view of the M5C% consttstional mandate it seems arguable chat the Goveémnor should be
eonsulting wirh the WSO a5 o matter of course on any applications for an intereept warzant on
raatters relating co internal securily,

Review of RCIPS Communications Intérception Polioy

Diarivig the review the Comnission had the opporiunily, at the atangement of former Governos
Vaylox, to eview the ROTPS Classified Communications Interceprion Policy wid on 22 March, 2012
subsequently expressed its satisfacdon (o former Governor Taylor and copied w0 the Dreputy
Goverpor Frane Mandetson und Commissioner of Police David Baioes) with the contenls of rhe
dacament, with partcular acknowledpment of the anticipatel role of an Audit Conumities vnder the
IZTA Regubutions.

The Commissici: further indicatad thar it wished to make it clear that while comprehensive, the
policy i no way eplices an Awdit Committes whose fonction s ro conduct an aundic of all
interceptiog equiptment asl dutn records ar least ance every six mooths o determine whether
interceplions were condacted in sreordance with (e relevant Regulations, Ir expressed conceee that
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without the Committee theee was 2 substantial lsck of strectuml gversight making i impossible for
the peaeral public to be assuecd thee the vse of Interception snd communications dat is properly

suthoraed as an investpatve techomue,

Moreower, the HIRC powd explicidy o ommer Governor Taylor thal telecammunication messape
interception earties the porential for human righta infringements and indicated that it considered the
Audit Commitee o be one of the most mportent chiecks anel baliness ia the peocess. Tor this
reasor, the HRO stated in ire letter to fommer Governor Taylor that the appointnent of members io
the Audit Committee by the Govemorin-Cabingt, as pet 5.17 of the IUA Law (Intcrception of
Telecommunicarion  Messapes  Tepulations), 2011, shenld be considesed a pricwity Ly the
Government as a meand o providing a necessary layer of oversight to the process of
telecormmunication interccption by the police service.

On 22 March, 2012 the Depaty Governor responded to the FIRC confirming that the (then)
Poptfolio of Interssl aod Extenal Alfaics was in the final stages of identifying members of the Andit
Comtrdteee s incieared that the matter would go hefare Cabinet within the pext thisoy (3] days.

Chver the past eightcen months the HRC has made repeated enguities regatding the status of the
appointment of members to ne avail,

Regulations of Investigatory Powers Act (RIPA)Y and the Intellipenee Services Act

Tn vespending o the general question fram the HRC as to why the Governor instead of a judge of
the Grrand Court is responstble for the dssuing of interception wattants, former Governor Taylor
infoermed the HERO that this appeeach mirvors that of the UK where under the Repulations of
Investigatory Povers Act (R1PA) and the Intelligence Services Act such wirtanes are jssucd by the
Secretwry of Sme. Futher, he added, it reflects the Governor's special responsibility vader the

Constimtion for intemsl security,

If thiz was the reasoning during the drafting stage of TOTA Law, 2001 consideration should have
aleo Been piven to the fact thal 1 would be logieal to conclode thae iF Capman’s lepislanon followed
the same process as the UK legisbaion in fssuing the warmants then 11 would slso be necessary to
Truild oy sisndlae safegunds’ 2 those in LK legislation with vespeet to RIPA. Such *safegnards’ in the
LK, for example, inclade provisions vuder the Interception of Communications Act which provides
for the appointment, by the Prme Minster, of 3 Commissioner. The Cominissloner 15 a person who
holds o has held high judicial office and §s independent of Govenmnant and of the nrercepring
Apencies, The Commissionet’s funciion is to oversee the exercise of the Seceetary of Suate’s power
o isRue communicaton interception warmants, o oeder o o this, the Commissionce undertales
inspecticns of the intercepting Agencies and relevant Government Diepartmenss o easore that they
are complying with the Act, The Commissioner is given full gecess to all relesant papeis and he
selects wartants for inspection, reviews files and associated docomentabion, aud discusses cises

divectly with operational seff, Morcover, the Commissioner maikes o weilten repost gonually to the
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Prime Minister which is laid befote Parliament, although provision is made allowing certain sensitive
mattets to be withheld by the Prime Minister if he feels it necessary.

Further to the point of necessity with respect to establishing an oversight body, the UK has also
instituted a statutory Ttibunal to which members of the public may apply if they believe that theze
has been any contravention of the warrant-issuing provisions in the Act. This Tribunal, which
comptises five senior members of the legal profession, is independent of the intercepting Agencies
and the Goveirnment. These persons have right of access to all relevant material held by the
Agencies and may, if necessary, call upon the Commissioner for assistance to investigate complaints.
If the Tribunal concludes that there has been a contravention of the Act it must inform the
applicant, report its findings to the Prime Minister and, if it thinks fit, make an order which may
quash the interception watrant, tequire the destruction of intetcepted matetial, and/or requite the
Secretary of State to pay compensation.
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PART FOLUIR: CONCLUITNNG REMARKS

Adthough it lias been said by the Governot, and recendy by Minister Simmonds, hat the warsants
wonld only ever be granted i very excepnional oiecumsatances relating to vory seons come oo
terrorism”, the 1CTA Luw would appent to contemplate their use in wider cireumstances. The
HELC would wish to be provided with a propedy reasoned justificadon for this policy dedision in
arcler thar it may Gagther consider the roatter and foer 9 recoramendaion as o whether the powers
should he wesred in che Governor (whether upon the advice of the NS i parmicolar circumstances
o aot) of & judge of te Graad Copit,

The Commission understands that the ability to intercept dommunication is for a legtdmate
abicctive, namely in the interests of public safetr and public order by ensaring that faw entorcement
agencies can elfectively mvestigate serious crites, organised critingl actvity, and conducr connter
tartorism measures. MNomwithstanding its legitmate function howerer, commumications survedllance
should be segarded us a bighly eusive et thar potentially imterferes with fundamental homen righis
and theeatens the [oundations of a demoecmtic socicty when it is not monitored for legislative o

constituton: complinnee.

This seenatio describes oue of the Dundwmental principles of human mghts — the belance of vghts,
freedomns, and responsibilites; oeating individuals faidy, with dipoicy and vespect — while sdll
safepunsding the vights of the wider eommunity.

The HRC cannot emphasise enough the importanee of esmblishizg o functoning Tnteeception of
Conununications Aodit Committee sz the fest step roward sceengthening the framework for

intelligenoe gathering in the Cayman Tslands

The Audit Comnittee’s functon will be o conduct aondies of interceptions sod in deing so will
proteet the public intereat by determining whether or not
A, communicition intercepton is 2 justifialle response;
b, the mntcrcepuons applicd for offered o feasonable prospect of providing the information
soLpght;
¢, other less inttwsive methods of obtining information weee toed and faled oo were not
Frasilile;
d. fhe inrercention stopped as soon ek i has ceased fo provide information of the kind soughe
ot it has becotme appatent that it is unlilely to provide it
all praducts of mrerception net dwecrly relevant to the purpose for which the wairant was

12
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B Cayrnan Mews Sarvice; Wiretap provess ‘mirraes” UK, & Mowvambar, 2013,
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f. material directly relevant to that purpose is given no wider circulation than is essential for
cattying it out’.

Disconcerting, therefore, is 2 seeming lack of willingness by previous Governments to establish an
Interception of Comimunications Audit Committee. While the Commission does not foresee the
Audit Commitree as a human rights adjudicator, there is the realisation that a layer of oversight is
unexplainably missing wherein it cannot be ignored that such inadequacies inctease the risk of
human rights violations going undetected and unreported. Consequently, until the Audit Committee
is established, the public cannot be sufficiently assured that the surveillance equipment and
citcumstances undetpinning each instance of telecommunication message interception 1s comphiant
with the ICTA legislation or established human rights standards intended to protect against
unlawful, arbitraty, and unreasonable interceptions.

With the addition of the Ministry of Home and Community Affairs (MoH&CA) the Commission is
unawate of whether the Honourable Premier, who has responsibility for the MoH&CA, will bring
forward the list of recommended persons to be appointed to the Audit Committee, or whether that
responsibility remains with the Honourable Deputy Governor. Either way the HRC urges Her
Excellency to direct that the requisite Cabinet Paper be brought to Cabinet so that the Governot-tn-
Cabinet may confirm the appointments.

4 Secretary of State for the Home bepartment {1929). Interception Of Communications In The United Kingdom. A
Consultation Paper.
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PART FIVE: ANNEX A — EXTRACTS I'ROM HANSARD

Scetion 1 Friday, 8 March 2002 — Second Reading of TG TA Hall
Flactrat from the Tutrodneron by (e} Honowelade Migister for Commpaaciatons Tinferd Pieron

Licensees of Subsepilrets

Clanse 53 specifies that ir 18 an offence to Intenticnally meercept, aleer, seplicate, monitor o inteerupe
aay messapes tansmitted over an ICT metwork by neans of an ICT seovice. Txceptions e
arovided where the action is teken by oeder of the Governor or the Couct, Madam Spesker, | should
mentinn znd in connecton with this section | propose to bring a small amendmene, as T will be
a:;*.m};mg i amend clavse 35, and 53 is connection with that clause also,

Clanse 54 specifies that it is offence for a licensee to disclose any pecsonal data of g subscriber and
aser. Limited exceptions ste provided.

Clanse 55 (creates some problems with myself and certain Members of the House and I'am going to
be proposing an Amendment o this clause). This clanse enables the Gevemnor 1o 1ssue a waemnt
suthorizing the interception of a message tanstnitted by means of an TCT seence.

1 should quickly add here though, thae this Authovity is now given o the Goveenos under the Cay-
man lsland: Constitution, so even iF 1 amend this, the Governor will stll have that suthority under
the Constituton, s we all know, the Consttution supersedes any other lew passed or existing in
this Hemse. 8o, the Governor still kas that same ripht under his meserve powers o have o inessege
intercepted if he feels thar it is wagsanted. This pasticolar Clavse (53) reads and T would like to read
this o that it i understond. It staress “Subject to the provision of this section, the Governot fmay
isette a weerant requinnp the person to whom it is addressed 1o intercept, i dhe comcse of thedr
tranystnission by means of an TCT service, such messapes as are described in dhe warrang; and such a
wartant may also requite the person o whom it is addiessed (o disclose the intercepred maredal to
such pecsons and insuch manner as are described in the waresng”,

Sul-cluuse {2 reads: *The Governor shall not issue & warrant snder this section unless he considers
that the information sought could nol reasvnably be acquived by other means and the warrant 2
riecessany- () in the inteecsts of the seourity of the Islands; (b} for the purpose of preventng ot
derecting an indictable offence; or (&) for the puipose of safegoaiding the economic well-beinp of

the Istingds™.

These sume powess are contamed in the Consutution; theeefore the Governer aiready has rheze
persrers g 1t was considered that 32 weouhl be duplicstion 1o have 1o again recite these same powers
it this legislation. Sa, if the Gorernor feels that it is necessary for him (o intercept any calls, whethor
it i3 hemg in eonnecdon with the commission ol o criime or otherwise, he alieady has thar power
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uticler the Constitutinn. So, [ am going to be propesing o delete this pamgraph since the power 1
alteady in the Constlutien for the Governor

Part (T)-Review : Deciainna and Appoals
Clause 56 sces out the procedures for the re-view of gay admindsteative decision with respect to
licensees oo licensing made by the Ao,

The Spealket: Honourable Minister you have some 1 houe and 20 minutes vetnaining,

Hon, Linford A, Picrson: Thank you, Madam Speaker. T would ke o take the opportunity to say
that the esetved powers of the Governog, is contained inder section (1) of the Constinitdon,

Clavse 57 sets out the procedures for an appesl to the Court from wny decision made by the
Aurhosy

| nevwe weash to tuen to part (8) which deals with the offences vadee the Bill

Sectian 2; Monday 18 March 2002 — Committes Stage Amendments

Clanse 33
The Clerls; Clause 33 Intevception of Messages Prohitited

The Chairman: The Honougable Binister for Commuidedtions.

Hon, Linford A. Pietson: Mr. Chaieman, [ beg to move that clavse 232} be amended as follows:
by deleting paeagraph {a) and substarating the following— “f) the message s intercopted, monitored
ot intertupted in obedience to a warmnt or an ecder s-sued by the Govornoy™ -by deleding
parageaph (0) and renombeting all sebsequent clauses.
Fusther atnendment—Subsecton 2 Clause 53(2) in paageaph (¢} by insesting after che woul
“expressly “the words “or impliedly”; in paragraph (d) by inscedng after the word “Authorig™ the
wotds “or on the wiitten instructions of the Authority™; and by delebng parapraph (2] and
schstituting the following—"(e} the message i inteecepred, monitored or intertupted by the TCT
nerwark provider or ICT service provider over whose tebwork of service the message 15 beny
transmitted for the purposes of

i previding or billing for thar ICT network of ICT service;

. preventing the illegal use of the 1CT network or ICT service; or

il presetving the technieal inteprity of an BCT net-work of TET servioe:”,

The Chairman: Permission is hevely pranted for the wealver of the two days" motice az vequited,
Han, Linford A, Tiesson: Thanlk vou, M Chaimat,

'I'he Chateman: 1he amendment has been duly moved, Does any Memnber wish to speak theretos
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If no Member wishes to speak, the question is that the amendments stand part of the clause. All
those in favour please say Aye. Those against, No.

Ayes.
The Chairman: The Ayes have it. Amendments stand part of the clause.
Agteed: Amendment to Clause 53 passed.

The Chairman: The question is that clause 53 as amended stand part of the Bill. All those in favour
please say Aye. Those against, No.

Agtreed: Clause 53 as amended passed.

The Chairman: Before we read clause 54 there seems to be a question as to the matginal notes for
clause 54. On the inside of the notes it has ‘privacy of subscriber information’ but in the
arrangement of sections it says ‘privacy of customer information’, Can the Minister say which one it

should be—customer ot subscriber?

Hon. Linford A, Pietson: Mt. Chairman, to my kaowledge it should be customer information but
I would ask to discuss this matter with the Second QOfficial Member and have it cotrected.

The Chairman: All right.

Clause 54
The Clerk: Clause 54 Privacy of Subscriber Information

The Chairman: Honourable Minister for Communications.

Hon. Linford A. Pietson: Mr. Chairman, I beg to move that clause 54(3) be amended- by deleting
sub clause (3) (€) and substituting the following— “(e) any disclosure which is made in obedience to
a wartrant ot an order issued by the Governog;”.

The Chairman: The amendment is duly moved. Does any Member wish to speak thereto?

If no Member wishes to speak the question is that the amendment stands pait of the clause. All
those in favout please say Aye. Those against, No.

Ayes.

'The Chaitman: The Ayes have it. Amendment passed.

Agreed: Amendment to Clause 54 passed.
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The Chairman: The Yuestion 15 that chose 534 as amended da stand part of the Bl AL those i
tuvout alease say Aye. Those against, Ne.
Aves.

Agrecd: Clavre 54 as amended passed.

Clause 55
The Clerk: Clause 35 [ssee of warrant foa interception

The Chairinai: Honourable Bniser for Conumimiosiifons

Hon, Lintord A, Piezson; M, Chainman, [ beg to tneve that clause 55 be deleted and renumber all
subsequent clavses.

The Chairman: The amendiment s been duly moved. Does any Member wish to spesk thetewop
If o hembet wishes to speak the question is thar the amendment stand part of the clase, A1 chose
it Faeonae please sy Aye. Those aguinst, No,

Ay,
The Chairman: The Ayes have it Amendment passed.
Agreed: Clause 58 deleted.

Section 32 Tuesday, 17 July 2003 — Part of the debate on the Second Reading of
the Tetrorism Bill 2003

Hon, Linford A. Pierson: Madam Speaker, just to say that when the Tnformation and
Communications Technelogy Authoriny (HUTA) Law was proposed in Executive Council, it was
propased, in the identical form of the Bil thar was juse cead from, thar the court woulil have w give
approval before any interception of telephone lines would be available and the thea Govermnar, Peles
Swith, temoved 1 from the Law. He would noe sign ir inm Tew wirh thar secdon in it Recently,
Mackarn Speaker, 1 beought the sinzation again to the present Governor, T wished to have it amended
a0 that hefore any interception could be done o relephones, it would have o go thiough the Grand
Court and oot the Goveenor, beeanse the section reads: “the Governor™ not mesnzag the Gavernor
in Execunwe Council bul the Governor i his oo position, solo. We opposed that, and 1 still
appose that and [ mest say thae [ am happy with the positon thae this House 35 taking [the House
wis discussing removing g simibar clause from the “Teveoriam Bill 20008 and 1 hope that it will lay &
prrecedent that 1 car now bring a Tl to corvect the TCTA Law, Thank vou, Madar: Speaker.

section 4: Wednesday, | October 2003 - Second Reading of the [CTA
(Amendment) Law 2003,

Part of inteoductory statement by Hon Linford Pietson:
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v Ilowesrer, in addition to that, I intend to meve in committee stage an amendiment w the Law
which will have the effect of amending seotion 53 (Z) by repealing the words "in obedienee o
wareant or ovder issued by the Governor™ and substiboong “dhe Governor™ with “a Judge of e
Crranved Contt.” 1 s my incention to go inio furiber derils of tis in commmitres stipe.

Madam Spesker, | woubd like o say hee that when the original Bill was being peepaved and broughs
ey Executive Council the then Govesnor had that section replaced where i refersed to 5 Tudpe i the
Gaaned Court, | have every vesson o believe afler discussing this with the presens Governor that he
mupht also have a problem with this amendment. TTowever, it 15 the view of the Government ehiat 12
iz appropriate that any interception of a telephone line should be donc on the arder of a Judge of
the Grand Court for variouz reasons that have already been mentioned duting previous debates, |
will not go o those agam:

Section by Tueaday, 16 December 2003 = Reconsideration of Bills sent baclk to
the House by the Grovernos
The Chateman: The Hovse s pow in Comimitiee

Honeugable Membess while theve is o policy that Bills st not broadeast, it has always been a pol-oy
of the House not to remove the press from the premises therefore they well remmin i the
Honourable House and in Comenittee,

Hanerntable Members, the fiist teo Bills 2o be deale with in Conwnirtee ate the Tereorism Bill 2003
and The Information and Communicanon Technology Authortty (Amendment) Bill 2003,

Az Hooeerable Members ave aware, the Terransm Bill 20053 was passed with gmendment by this
Honcumble House on 24 Tuly 2003 and the Infonnation Technology Autherity (Amendment) Bil
205 vz passed with amendiment by this Hanourable Hoise on 3 Oetaler 2003

Both of these Bills were amended in oeder to provide for a Judge ol the Cout o anthonse #n
incerception order eathes than the Governor in his disceetion. These amendments received the
unsninous sporoval of all Membets prosent on those two ccersions, 1 bave subscouently been
aliiged by the Anoeney Geneval that hiy Excelleney has vefused his as-gent o the Bills s amended
aftd] bas requested pursmmt o secten A0 of the Constitation, which goves him the power o wefuse
his azgenr and o vetuen this Bill back to the Assembly, that the Assembly reverse the amendments to
e ongmal status wheteby such interception orders of telephone cf cetera would be made by the
Cxovernor in his disceerion.

Specifically, Iis Txwellency has recommended that section 55 of The Tereovism Bill 2005 I
amsinded o s o provide [or an intereption of commumications order to be made by the
Cronrernar, in his discreron, rather chan by a judpe of the Grand Cowee

Similacly, that clagscs 22 and 25 of The Information and Communications Technology
|:."'|1|||:.I'|:_|1|H,-.11|:| T 209 e L!l:h-zl,r:l._L SO0 8% L J_:-I'vl:n-'il_h—z (e 1'|‘|11-.I'-:'.-P.|'|ll:ir||'l ol welich wonld be
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authotised in obedience to a watrant or order issued by the Governor rather than by a judge of the
Grand Coutt.

The two Bills, as directed by His Excellency, have thetefore been seturned and are accordingly now
being re-submitted for consideration of those specific amendments by all Honourable Membets in
accordance with Standing Order 57(1).

At the conclusion of the proceedings in Committee on these two Bills, the Honourable Leader of
Government Business will move that the Bills with or without amendments on recommittal be
treported to the House.

Honourable Members, these two Bills, or Bill 5; The Terrorism Bill 2003, and Bill 6; The
Information and Communications Technology Authority (Amendment) Bill 2003 have been
recommitted for your consideration. The consideration being that His Excellency the Governor
wishes to have the provision for “a judge of the Grand Coutt” to make an interception or-der,
deleted and that “the Governot in his discretion” be reinserted. This is now open fot debate.

The Chairman: The Honourable Leadet of Government Business.

Hon. W. McKeeva Bush; Mr, Chaitman, from what we understand, Membets prefer not to make
any changes to the Bill as was passed.

The Chairman; The Second Elected Member for George Town.

Mz, Alden M, McLaughlin, Jr.: Thank you, Mt. Chaitman. These two provisions, section 25 of
The Information and Communications Technology Authority (Amendment) Law 2003 and section
55 of The Tetrorism Bill 2003 are provisions that have been placed in those Bills as a tesult of
concetns, as [ understand it, of all Honourable Members of the House, relating to the invasion of
ptivacy of petsons in this country. While we tecognise that, in the interest of the prevention of
terrorism and for other legitimate purposes, it may well be necessary for telecommunications to be
intercepted, patticularly in light of what has ttanspited in recent times, having had the experience of
the Buro Bank trial flasco, we are duty-bound to ensure that if such interception is necessary that it
has the benefit of judicial scrutiny, We do not repose any trust in the judiciousness of that exercise
by Het Majesty’s Government, of whom His Excellency the Governor is our representative, and
therefote, Mt. Chairtnan, on behalf of the Opposition, we are not prepared to amend these Bills, as
is urged upon us by His Excellency the Govemot, and we wish that position to be duly recorded
and reported to His Excellency in due course.

We mean Him no distespect, but we are chatged with the responsibility for representing the

interests of the people of this country, not the people of any other country. If Her Majesty’s
Government is insistent that these provisions should go, then they will have to do what they have to
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do in that respect. I must say that from our petspective their insistence on the temoval is ominous,
ot appears to us to be ominous. Thank you, Mr. Chaiemar.

The Chaitman: Does any othet Member wish to speak? I now call on the Honourable Leader of
Government Business to move the Motion.

Heon, W, McKeeva Bush: Mr, Chairman, 1T move that the two Bills be reported to the House

without change; The Tertotism Bill 2003 and the Information and Communications Technology
Authority (Amendment) Bill 2003.

The Chaitman: The question is that the Tettotism Bill 2003 and the Infotmation and
Communications Technology Authority (Amendment) Bill 2003 be reported back to the House
without any changes made.

All those in favour, please say Aye. All those against, No.

Ayes.
The Chaitman: The Ayes have it.

Agreed. The Terrorism Bill 2003 and The Information and Communications Technology
Authority (Amendment) Bill 2003 repozsted to the House without amendment,

|
|
|
|
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PART BIX: ANNEX HB: TELECOMM MESSAGE INTERCEPTION
PROCESSES IN OTHER BRITISII OVERSEAS TERRITORIES

Sunia Ty
The following BOTs are junsdictions wherein power W prant telecommunication  message
bercepton wareanhs is vested i 1he Governor

(13 Adguila

{2} Carman Islands

{43} Bermuds

{4} Bodsh Virgin Islands

(5] 5L Helens

The Fellowing BOT & the only jusisdiction whesein proswver b grant telecommanication message
ineerception wartants is vesied in the Mindster with sesponsibility for Cammunications:
(1) Gilsealtar

The fallowing BOT is the only jurisdiction wherein power w0 prant relecommunication message
ittrercention wattants is vested in the couts;
(1) Turks sncl Caices Islands

Outline of Legiskation in British Overseas Territories

Anguills Telecommunications Ac (2004)

Sgction 54 Powers of the Governor —

The Governor may make written requeses and issue Ceders w0 operators of telecommunications
netwosks  and  providers  of  telecommunieations  services  tequiring  them  to dasercept
combmnications, provide any user infermation or otheowdse in aid of law enfotcensens or national

.iEI.’tI,II"H':,r,

Bermuda Telecommumications Act (1986)

Brcton 62 Governoe Ay pruhu}it trafsmission of mossages in |'.-|.th|i-:‘. infelest —

Whese he s satwlicd that the intevests of defence, public safety, public order or public meeliy 5o
require, the Giovernor, acting i his disceetion may by warsant under fis band divece that any
Message of any class of messages bwought for tansmission by wlecommunication shall not be
transinitted o¢ that any telephone call or message or any class of messages brought for teansmission,
ot transmilted or recetved or being transmiited, by iclecominunicsdon shall be intescepred o
detained or disclosed to the Governos ot to the public officer specificd in the wartant,

British Virgin Islands Telecommunications Act (2006)

sectinn M Powers of the Goveenor —

The tzovermar may make wiitten requests and ssue orders ro aperators of elecommunications
networks sod providers of welecommunicanons services requiting them, at thzir experse; rodnterec)

£5



communications fot law enforcement purposes or provide any user information ot otherwise in aid
of his authority.

Cayman Islands ICTA Law (Telecommunication Message Interception Regulations 2011)
Regulation 4: Govetnor may Authorise Interception —

In the exercise of power conferred under section 75(2)(a), the Governor may issue a wareant
authotizing any person employed by the Royal Cayman Islands Police Setvice to intercept a message
in relation to a matter or person for purposes of gathering intelligence for putposes specified in
regulation 5,

Gibraltat Telecommunications Act (2006)

Secton 76: Misleading Messages and Interception and Disclosure of Messages —

Any person who, otherwise than under the authority of the Minister ot in the course of his duty as
an officer of the Crown, either—

{) uses any radio communications apparatus with intent to obtain information as to the
contents, sender or addressee of any message (whether sent by means of radio
communications ot not) which neither the person using the appatatus not any petson on
whose behalf he is acting is authotised by the Minister to receive; ot

(5) except in the course of legal proceedings or for the purpose of any tepott thercof,
discloses any information as to the contents, sender or addressee of any such message,
being information which would not have come to his knowledge but for the use of radio
communications appatatus by him ot another person,

St. Helena Telecommunications Ordinance (1989)
Section 55: Misleading Messages and Interception of Messages —
A person is guilty of an offence who—
(b) otherwise than under the authotity of the Govemor or in the course of his duty as a
servant of the Crown or of a Utility licenced under this Ordinance, either—

i.  uses any wireless telegraphy apparatus with intent to obtain information s to the
contents, sendet ot addressee of any message (whether sent by means of wireless
telegraphy or not) which neither the person using the appatatus not any petson
on whose hehalf he is acting is authortised by the Governor to receive; or

Turks and Caicos Islands Telecommunications Ordinance (2004)
Section 15: Messages
A licensee shall treat as confidential, the comtents and circumstances of messages sent by
telecommunications network and unsuccessful attempts to send messages.
A licensee shall not, except where necessary to provide telecommunications setvice to a customet -
() disclose to any other person, infotmation relating to messages sent by
telecommunications network or give any othet petson an opportunity to do so; and
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(b) without the expressed of implied permission of the users involved in the sending and
receipt of messages —
ii.  monitor, intercept ot record o permit the monitoring, interception or recording
of Messages sent by telecommunications network; ot
ifi.  send or permit the sending of information relating to these messages by persons
other than the usets.

Whete the Royal Turks and Caicos Islands Police Foxce wish to have subsection (2) disapplied in
relation to a user who is suspected of a criminal offence or charged with a criminal offence they
shall apply to the court for a disapplication and the court may order that subsection (2) shall not
apply subject to such conditions as the coutt may specify.
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PARI  SEVEN: ANNEX - W L INTERCEPMITON OF
COMMUNICATIONS AUDIT COMMI'T'IEE

Seelion 17 of The Informauon and Communications Uechnology Authaviey {Tocereeption of
Telecommunication Messages) Reguolations, 2001 provides for the cssahlishment of i Audis
Comtnittes.
Seciian 17 -

(1) The Governer i Cabinet shall appoint o computtes o he known 25 the Intescention of
Communication Audir Committee, whose function shall be o eonduct audics of
intereepions cartied cut under these Reguli s,

(2) The WCALC shall consia: of the following five peisons

(@) & Justice of the Peace, who shall e Chairperson;
(L} o reteed —
Lo |odge
i, Mapisteate; or
i wyer
() the Chief Offices in the Portfolio of Intesnal and Bxternal Affaits [Home and
Commmanity A ffaire];
{d} an information and technology specialist employed by the Cayiman Telanicls
Cionerntment; and
(e} a technical expert (from a law enforcement agency ousside he Islariels) with
expesience in the interceprion of telecommunications.
(3 Members of the ICAC shall serve at the pleasure of the Governor in Cebiner.
(#) The ICAC shall adopt its own mles of procedure,

Sectine 18 speaks o the conduct of audits carrled out by the Committen.,
Secticn 18 —

W) The ICAC shall conduet an andit of all interception ecuipinent and daa zecords st Jeast
ariee every s manths fo determine whether interceptions wene conducred it accosdance
with these Regulations,

(2] The Commissioner of Police shall disclose or peovide w the ICAC access o interception
equipment, duta kecords and such documents and information as the TCAL may reyuire
tor the purpose of enabling it to cangy out irs fimetions under these Repubations snd, for
the puarposes of this repulaton, dats records do aof include the recardings of the
conversatons or o ranscript thereof,

Section 19 spesks to confidennality,
Section 19—
VY

vl Membiers of che JOAG shall sign a confidenimbity agreement wich the Cloveror, which
ahal prohibi the disclosare o unsothodeed peesons of informeion obtinged during the
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audit process.

Section 20 speaks to the publication of a report following an audit.
Section 20 -

(1) The ICAC shall, through the Chairpesson, present a wiitten report to the Governor no later
than 30 days after an audit is complete,
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